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Abstract

Drones are becoming popular in many industrial and commercial sectors for various applications, including photography,
agriculture, surveillance, and delivery services. For the proper functioning of a system with multiple processors and
peripherals, continuous monitoring in the form of a watchdog is essential. In this work, the design, verification, and
implementation of a watchdog are presented. The system is modelled and verified via SystemVerilog hardware description
language. The implementation of the design was carried out using 15 nm technology in an operating frequency range of
18.52 GHz to 20.41 GHz. A comparison of the area, power, and performance is performed with two different corner cases
of process, voltage, and temperature. The standalone performance of the design is on the order of gigahertz with 94.47 pJ
of power delay product and is suitable for industrial standard high-speed and low-power drone applications.
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1. Introduction

Unremitting monitoring is an important aspect of many
systems. Watchdogs monitor systems such as drones to
perform various automatic tasks [1]. This ensures correct
operation by providing a reset condition in case of failure to
bring the system back into the normal mode of operation.
Prevention of system hang-ups relies on real-time processing
of the data. When heavy signal interference occurs in regions
such as urban areas and military zones, watchdog timers
monitor the correct operation of a drone's critical systems and
resets if it fails or hangs. As drones depend on radio frequency
signals for communication, signal interference from nearby
electronic devices, buildings, or even natural factors can
interrupt communication. In this scenario, the watchdog
module monitors signal health and inevitably triggers
corrective actions. When operating at high altitudes where
atmospheric pressure is low and when the temperature is
extreme, battery performance, sensor accuracy, and motor
efficiency impact drones. By monitoring thermal sensors for
overheating or undercooling, watchdogs can activate
protective measures, such as regulating power or landing the
drone. With continuous monitoring of the barometer or global
positioning system, the watchdog system initiates the
appropriate signals for correction for atmospheric pressure
variations. A watchdog can detect system hang-ups and reset
the system, preventing the drone from becoming passive at
mid-flight.

The central parts of the drones are the processors,
including the general purpose, graphic processing unit, and
field programmable gate arrays (FPGA). System-on-chip
(SoC) designs capable of handling multiple types of
processing are also good candidates for drones. Figure 1 shows
the block diagram of the generic multiprocessing SoC with
peripherals. The bus system coordinates with the processor
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and peripherals of which the watchdog monitor notices when
the processor fails to complete tasks within a specified time
frame and triggers a reset. If the timer is not reset by the
processor within a certain interval, it specifies a probable
unfinished execution or hang state [2].

Processing
Unit

General

Purpose 10

Watchdog

Fig. 1. SoC with peripherals

The design considerations for watchdog implementation
should consider reliability and fault detection. Safety-critical
embedded systems require high-reliability and fault detection
mechanisms. Watchdog timers are used to automatically
handle and recover from operation time-related failures [3-5].

Figure 2 shows the interaction of the watchdog with the
processor. Several architectures from ARM Limited have
provided a mechanism to connect processors with peripherals
[6-8]. In this case, the same clock is applied to both units, and
the processor sends the restart signal to the timer during the
initiation of its operation. Any failure in subsequent restarting
will result in reset of the processor by the timer. In some cases,
the watchdog timer could also be included within the
processor.

Typically, the watchdog timer is a slave device that
continuously monitors the signal from the master to trigger
restart. The software chooses the counter’s initial value and
restarts at regular intervals. The processor enters a defined
state if the counter value reaches zero.
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Applications in which devices used in space or in the deep
sea cannot be controlled by humans are in a permanently
disabled state if not restarted. Even the human response can be
too late to meet the uptime requirements of the system in many
cases.

Reset

‘Watchdog ‘

‘ Processor .
Timer
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Fig. 2. Watchdog timer block diagram

2. Literature Review

Drones, mainly in safety and surveillance roles, demand
precise watchdog requirements to ensure safe and effective
operation. Farming, environmental monitoring, and
infrastructure check-ups are the few examples. The authors of
these reviews suggest that drones are at greater risk of collision
depending on climate conditions and terrain and advocate the
effective implementation of regulation policies [9 -10].
Kuantama et al. proposed drones as flying watchdogs to detect
objects within 60 seconds [11]. Verdiesen et al. proposed a
model to increase social and technological factors to monitor
the drone process to alleviate human oversight [12].

Parekh et al. proposed a model to incorporate the failure of
temperature and pressure units in space applications. The reset
command from the watchdog module is triggered when a
failure signal is asserted from the controller. In its initial stage,
the model needs to be exhaustively verified for its functional
correctness [13]. The drone communicates in the frequency
bands 2.400-2.483 GHz and 5.725-5.825 GHz [14]. Drones
predominantly use protocols such as millimetre wave systems,
Wi-Fi, and free space optical communication systems while
performing as communication providers, as consumers, and as
relays of communication services, respectively [15].
WATCHDOG 150 and WATCHDOG 202 are the few
commercial sensors used to detect drones from land on the
basis of radio frequency. Park et al. proposed a watchdog
system for autonomous vehicles to monitor the behavior of
various sensors, such as cameras, LiDARs, and GPSs [16].
Dorr et al. prototyped a watchdog system that restores the
internal states in a maximum of 5 milliseconds on a 32-bit data
handling processor [17]. Fu et al. proposed an executable
model for multipoint failure in automatically driven vehicles
[18]. Various safety concerns, such as failure in sensor
communication, component failure, and shared memory
resource failure, are considered. Peserico et al. provided a
framework for safety in Wi-Fi networks through a watchdog
timer by controlling the timing behavior of the network [19].
Runtime monitoring is one of the keys to improving safety
during flight. A GPS system coupled with a watchdog restricts
the movements of the drone [20]. Wu et al. analysed the
CubeSat model and utilized an external watchdog module to
monitor the failure of multithreading applications, followed by
recovery in 2--3 seconds [21].

Jain et al. verified the functionality of a watchdog module
for temperature variations ranging from -40 °C to +105 °C
[22]. Both the software and hardware controllability of the
module are in two different forms. In the free running mode,
30% of the passes failed, and in the time window mode, 75%
of the tests failed in the temperature range from 0--10 degrees.
Singh et al. reported the area, power, and performance of a
watchdog timer implemented with 180 nm technology [23].
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Selvan et al. wrote hardware description language for the
timer and implemented it on a programmable field device and
reported that the maximum frequency of operation was
approximately 250 MHz [24]. Chaithanya et al. verified the
interrupt and rest modes of a watchdog module [25]

Ponkumar et al. developed a verification intellectual
property, including the watchdog, in an SOC environment
[26]. Eckel et al. defined a protocol for watchdogs used in the
Internet of Things [27]. Huang et al. evaluated the performance
of a watchdog in a critical digital review [28]. Using a voter
and arbiter, Zhang and Qin provided a triple modular system
for watchdogs used in a space application processor [29].

One of the potential challenges in actual hardware
implementation is imperfections and variability due to the
manufacturing process. The integration of sensors,
transducers, and communication systems could lead to
unanticipated performance. Sensor inaccuracies can cause
uneven flight navigation, and actuators may not respond with
the same efficiency assumed during simulations. To avoid
such a situation, along with watchdog, continuous monitoring
and calibration procedures need to be adopted. Vanathy et al.
proposed hardware software codesign to ensure reliability in
drones [30]. In the proposed method, the functional and
performance requirements of the actuator, including electrical
and mechanical travel, calibration, and step response, are
monitored for acceptability via software applications from the
ground. The adaptive estimation technique further enhances
the flight conditions in an area-restricted environment [31].

The environmental factors of wind gusts can disrupt
drones if the drone’s aerodynamics are not tweaked to handle
unanticipated turbulence. A light detection and ranging
technique coupled with drones is able to regulate flight [32].
In the proposed proof-of-concept, researchers have
demonstrated the detection of disturbance zones up to a radius
of 2 meters. The sensor coupled with a temperature control
circuit can compensate for the variation due to its effect [33].
The effect of signal interference in the downlink of the drone
is another significant challenge. Warrier et al. proposed a deep
learning algorithm to address signal-to interference and signal-
to-noise ratio optimization to alleviate this problem [34].

3. Methodology

In this work, the specifications of the watchdog module, which
is the most commonly used bus architecture from ARM
Limited, are used. It is a peripheral used with the Advanced
Microcontroller Bus Architecture (AMBA) available at [35].
Figure 3 depicts the block diagram of the watchdog module
with 6 inputs and 2 outputs. The descriptions of the input and
output are provided in Table 1.

WDOGCLK
'

WDOGINTEN —* — WDOGINT
WDT |, WDOGRES
PWDATA [31:0] » WDOGCOUNT [31:0]
WDOGCLKEN

Fig. 3. Block diagram of the watchdog module
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Table 1. Pinouts and their descriptions
Signal Direction
WDOGCLK Input

Description
1-bit, positive edge triggered
clock
1-bit, active HIGH. Clears the
generated interrupt
1-bit, active HIGH. The counter
decrements by one, on the
positive edge of the clock.
32-bit, write data bus to the
peripheral during write
operation
32-bit, register to count down
the value and store
1-bit, generates a regular
interrupt  signal when the
counter value reaches zero if
the previous interrupt is cleared
1-bit, generated if interrupt is
not cleared by the system
within the service time

WDOGINTEN Input

WDOGCLKEN Input

PWDATA Input

WDOGCOUNT Output

WDOGINT Output

WDOGRES Output

Figure 4 depicts the flow chart of the watchdog module,
which is based on a 32-bit down counter initialized from the
bus PWDATA. The WDOGCOUNT decreases by one when
WDOGCLKEN is high on each positive edge of WDOGCLK.
The module generates regular interrupt WDOGINT when the
count value reaches zero if there is no previous interrupt. Once
the interrupt is generated, a service time is allotted to the
system to clear the interrupt generated by the watchdog. When
the system clears the generated interrupt, the WDOGINTEN
signal is high. When WDOGINTEN is high, WDOGINT is
cleared. If the interruption is not cleared within the service
time, the module will generate a reset signal WDOGRES that
will restart the system. Then, the counter will restart from the
initial maximum value. The WDOGLOCK register is used to
prevent corrupt software from disabling watchdog
functionalities. It is a write-only register. Writing the value of
0x1ACCES551 enables write access to all the registers. Writing
any other value disables write access. The module is enabled

|20ns |40ns

|o

|60ns

only by the enable signal WDOGCLKEN, which is an active
high signal. The timer is disabled when this signal is low.

RESET=0,
WDOGINT=0
WDOGCOUNT = MAX

WDOGINT =1
WDOGCOUNT = WDOGLOAD

Y

WDOGCOUNT--

0

Fig. 4. Flowchart of the watchdog module
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Fig. 5. Verification of the watchdog module
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Fig. 6. Results for a service interrupt
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Fig. 7. Results for an unserviced interrupt
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4. Results and Discussion

SystemVerilog modelling is written for the watchdog module
described in section II. A complete verification environment is
created for a thorough verification process (Reference). Figure
5 depicts the verification environment where the design of the
watchdog module is a part of the closed loop system under the
testbench. The environment is a class-based program
consisting of a generator, driver, and monitor.

The design is functionally simulated via the Incisive 15.2
suite from Cadence for correctness, as depicted in Figures 6
and 7. Initially, the design is loaded with a hexa decimal value,
0x0A, to the counter after unlocking it by writing the value
0x1ACCES551, as represented in Figure 6. The interrupt signal
is generated when the counter reaches 0. A logic HIGH value
on WDOGINTEN indicated at 145 ns indicates that the
interrupt is serviced, and thus, no reset signal is generated. The
four-clock cycle is the time to service the interruption, which
is indicated by the value of 0x04 at 135 ns, when the
WDOGINTEN is logically high

An unserviced interrupt will generate a reset signal from
the module, as indicated in Figure 7. The WDORES is logic

&~ Cursor &~ |10ns

high since there is no WDOGINTEN during the service
period. Thus, we can observe the reset signal at a simulation
time of 180 ns.

Figures 8 to 12 represent the different test cases for
verifying the watchdog module. Figure 8 shows that until
WDOGCLKEN is HIGH, the watchdog timer is disabled. The
WDOGCOUNT will not fetch value from the WDOGLOAD
register even when write access is enabled (i.e., WDOGLOCK
= 0x1ACCES551). Figure 9 represents the generation of the
interrupt. When the WDOGCOUNT value decreases to zero
with no previous interruption, the WDOGINT interrupt signal
is generated, and the service time is allotted.

Figure 10 shows successful reset signal generation, in
which the WDOGCOUNT value decreases to zero with a
previous interruption not being cleared by the system, a reset
signal WDOGRES is generated, and WDOGCOUNT is
loaded with the maximum value. Figure 11 shows that when
the system clears the interruption through WDOGINTEN
within the service time, a reset signal is not generated. The
WDOGCOUNT is loaded with the maximum value. As
described in Section III, write access is possible only when a
particular value is written from the master. Figure 12 shows
that the value Ox1ACCES5S51 enables write access to
WDOGCOUNT.

Watchdog enable

|20ns ISUns |40ns

~=ill WDOGCLK
= WDOGCLKEN

L

- WDOGCOUNT[31:0]
~W= WDOGINT

N |
0 |

L &7 L

0 1

~= WDOGINTEN

4. WDOGLOAD[31:0] *h 0000000 §( 00000008

‘h 00000000 @ 1RCCESS1

& WDOGLOCK[31:0) J 00000000

J 1AccESS1

[ WDOGRES 0

Fig. 8. Results of enabling watchdog
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Fig. 9. Results of interrupt signal generation
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Fig. 10. Results of reset signal generation

11 00ns

|1 10ns

I
Interrupt clear

|1 20ns 130ns

il LOADREG[31:0) 'h 0000000~ [J0000000A

=il LOCKREG[31:0] *h 00000000 §iAccESS1

=l WDOGCLK 1

1 [ 1 [ ]

—

~= WDOGCLKEN 1

00000001

= WDOGCOUNT[31:0) 'h 00000001 J 00000000

) 00000004

X X

-l WDOGINT 0

I A0 4

=l WDOGINTEN 0

| —

. WDOGLOAD[31:0] *h 00000008 §0000000R

‘;: 00000004 “»“ 00000008

. WOOGLOCK[31:0] ‘h 00000000 §00000000

) 1RcCESS /00000000 J 1RcCESS J 00000000

-l WDOGRES o
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Fig. 12. Results of providing write access

Table 2. Characteristics of the design

Work | Technology | Delay | Resource/Are | Powe
(ns) a (um?) r
(mW)
[36] FPGA 2.576 - -
[37] FPGA/ASI | 12.50 221 1.180
C, 180 nm 8 LUTs/825000
0
This ASIC, 15 0.054 | 217.842 1.749
work nm 5
(Wors
t
Case)
This ASIC, 15 0.049 | 217.448 2.004
work nm
(Best
Case)

The proposed design is based on the use of Genus 20.1
from the Cadence Research bundle for two different operating
conditions with the Nangate Open Library, 15 nm technology.
A supply voltage of 0.88 V and a temperature of 0 °C are
termed the best case, and a voltage of 0.72 V and a temperature
are termed the worst-case scenario. For both operating
conditions, a process value of 1 is used. The place, route and
layout generation are performed via Innovus 20.1, as shown in
Figure 13. Table 2 compares the results of the proposed design
with those of the available literature on the implementation of
watchdogs. Many researchers have applied FPGA platforms
for watchdog module implementation. In [36], only the total
delay in obtaining the result was presented without mentioning
the FPGA used. In [38], a watchdog module along with a
microcontroller was presented, which resulted in an overall
delay on the order of microseconds. An application-specific
integrated circuits (ASIC) approach was carried out in [37] to
implement a generic watchdog module using both 180 nm
technology and FPGA (Artix-7), which improved the
performance and area compared with previous methods.

A commercial watchdog integrated circuit, TPS3431, has
a time delay of 200 ms and requires a supply voltage of 1.8 V,
whereas NCP302 requires 0.8 V and has a programmable
delay. Another commercial watchdog module, WatchDog
A150, is capable of sensing both temperature and humidity and
is capable of gathering data for 111 days when the sampling
interval is 30 minutes. The proposed work provides a detailed
design, verification, and implementation in a lower technology
node, 15 nm. The results indicate an operating frequency in the
range of 18.52 GHz--20.41 GHz when the critical path delay
for the worst and best cases is considered. The power delay
products of the proposed design are 94.47 pJ and 98.82 pJ for
two different conditions, suggesting that this work is suitable
for portable devices where energy is a constraint.
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Fig. 13. Place and route of the design

The irregularities in software or hardware in drones cause
their failure. To prevent specific drone failures, multiple
watchdogs are necessary. In the case of a sensor malfunction,
the watchdog resets the drone and should cause it to return to
its original position on the ground. The drones used in
surveillance operations face challenges due to high winds and
signal interference. Coupling the watchdog module with an
anemometer output to monitor the wind velocity and convert
it to a continuously varying signal could track irregularities in
its speed. The electromagnetic filters are designed to prevent
inference to form the uninterrupted flight of the drones [39]. In
the case of search and rescue drones, the watchdog needs to
obtain data from multiple sensors, such as infrared sensors,
navigation systems, and landscape maps.

Environmental stress factors such as humidity,
atmospheric pressure changes, precipitation, sunlight, dust,
and heavy rain can adversely affect the fight of drones. There
is a major shift in temperature for most of these changes in
environmental factors, where it has the greatest impact on the
delay of the digital circuit. In the proposed work, the
temperature variation is considered to range from -40 °C to
+125 °C, and the delay variation is found to be less than 10
pico seconds. The packaging of these watchdog modules
further prevents the adverse effects of precipitation, sunlight,
and dust.

5. Conclusion

A complete flow of ASIC design and implementation is
performed for the watchdog module in compliance with the
well-known bus architecture. The functional verification of the
slave module shows the proper operation of the device under
various scenarios. The implementation results obtained via
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state-of-the-art tools and a comparison with the literature show
that the proposed method has better performance, less area,
and less power dissipation and can be used under conditions
where high-speed and low-power operation is necessary, as in
the case of drones.

This is an Open Access article distributed under the terms of
the Creative Commons Attribution License.
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