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Abstract 
 
To ensure the security of network data transmission, a network data encryption method based on TrustZone was 
analyzed. The hardware layer was used to provide hardware support for network data encryption. The framework layer 
was provided with a trusted operating kernel and a common kernel with a rich execution environment through the 
kernel layer. The framework layer used the key security management unit on the client-application-side to create, write, 
read, and delete the security key file. The network data encryption and decryption unit on the client-application-side 
constructed a session connection between the client application side and the trusted application side under the kernel 
provided by the kernel layer by calling the hardware of the hardware layer. Moreover, the network data encryption and 
decryption instructions were transmitted to the trusted-application-side network data encryption and decryption unit. 
The encryption of the memristor neural network and the cubic chaotic map were employed. The network data 
encryption and decryption results were presented to the user through the application layer. Experiments results prove 
that, the interval of the optimal key chaotic sequence must be controlled between [−1,1]. The ASCII code value of the 
network data character sequence before encryption has an obvious distribution pattern to encrypt the network data to be 
transmitted under the wireless sensor network scenario. The value of the 0-1 balance index of the encrypted network 
data of this study’s method is the closest to 0, and the highest values are approximately 0.0088, 0.0079, and 0.0067. 
The method in this study can effectively encrypt and decrypt network data. Under different attack types, this method 
has high integrity of encrypted network data and a high value of avalanche effect. Thus, it has effective anti-attack 
performance. 
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1. Introduction 
 
In the digital age, the rapid growth of the Internet has 
created the need to transmit and store large amounts of 
sensitive information. 

Networks can help people transmit different data types 
and provide convenience; however, they are challenged by 
different types of attacks, affecting data transmission 
security [1]. The existing network data security transmission 
products include intrusion detection systems and firewall 
systems; however, these products only start to stop the 
discovered security risks after discovering network data 
security threats. These products tend to lead to network data 
leakage and problems, such as tampering, affecting the 
security of network data transmission. The lack of perfect 
defense capabilities provides convenience for attackers and 
increases the difficulty of finding traces of attacks [2].  

Encryption in network communication has become a 
common solution to protect user privacy and data integrity. 
As an important means of protecting data security, network 
data encryption encrypts and transforms data, thereby 
allowing only the legitimate receiver to decrypt these data; 
thus, network data encryption can effectively prevent attacks, 
such as illegal eavesdropping, data tampering, and hijacking. 
The development of network data encryption technology 
provides a crucial guarantee for strengthening data security 
[3]. Moreover, hardware security is increasingly emphasized 
and constantly undergoing technological innovation. As a 
hardware-based security extension, TrustZone technology is 
widely used in computing devices. TrustZone technology 

realizes the isolation of security-sensitive information by 
dividing the processor and storage into secure and nonsecure 
areas to provide high security [4].  

Nowadays, the wide variety of network applications and 
the frequent occurrence of hacker attacks make people 
recognize the harm of network data leakage; moreover, the 
concern about the security of network data transmission 
gradually increases [5]. Network data leakage affects the 
personal property security of individuals, increases the 
economic loss of enterprises, and leads to the loss of national 
military secrets of the state [6]. Therefore, this study 
investigates the network data encryption method based on 
TrustZone to address the above scenarios. We hope to 
design a secure and efficient solution by combining 
TrustZone technology and network data encryption to 
improve data transmission and storage while ensuring 
information security. This study is expected to contribute to 
the development of the network data encryption field, 
provide a reliable and efficient security solution, and 
promote the further development of data security in the 
Internet era. 

In this study, TrustZone was used to design the technical 
architecture of the network data encryption method and the 
session process of network data encryption and decryption 
from the client application (CA) side and trusted application 
(TA) side. The key to network data encryption and 
decryption is securely managed to realize the network data 
encryption method in this study. The proposed method was 
verified through comparative experiments to analyze the 
application effect of the proposed method. 
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2. Literature review 
 
In recent years, to enhance the security of network data 
transmission, findings in the field of network data encryption 
have received attention. Ju et al. [7] used convolutional 
neural networks to classify network data. They obtained 
encrypted and unencrypted data and stored them in 
designated hardware storage devices. An asymmetric 
searchable encryption algorithm was obtained by fusing 
symmetric encryption schemes and searchable algorithms. 
The anti-information leakage performance was improved, 
the symmetric searchable encryption algorithm was used to 
encrypt and process the unencrypted data obtained by 
classification, and the network data encryption was 
completed. This method has an average encryption time of 
approximately 0.68s and high encryption efficiency. 
However, this method must store the encrypted network data 
in a designated hardware storage device, which has high 
development costs and poor universality. Teng et al. [8] 
added random interference information to the traditional 
Advanced Encryption Standard (AES) algorithm and 
improved the column mixing operation and key arrangement 
in the AES algorithm. They also proposed an improved AES 
algorithm and used it to generate keys and encrypt network 
data. Thus, network data security is improved. The proposed 
improved AES algorithm can effectively encrypt network 
data and speed up the efficiency of network data decryption. 
However, it does not consider the security of the key in the 
network environment. The transmitted key may be tampered 
with if the key for encrypting network data needs to be 
transmitted. Thus, the security of the key cannot be ensured, 
and the network data can be affected. For encrypted security, 
Chen et al. [9] obtained the Triple Data Encryption Standard 
(3DES) algorithm by cascading the three-layer DES 
algorithm. The 3DES algorithm was used in generating a 
key with a length of 56 bits to encrypt network data and 
avoid the avalanche effect. This method can effectively 
resist tampering attacks and improve the security of network 
data transmission. However, this method cannot resist replay 
attacks. During network data transmission, network data 
processing requests must be repeatedly sent to block 
previous operations, thereby threatening the timeliness of 
network data transmission. Harn et al. [10] designed a 
lightweight aggregate data encryption method to reduce key 
size. Multiple short-length pairwise shared keys were used to 
encrypt network data. This method can effectively encrypt 
network data, and the encryption speed is fast. However, this 
method needs to receive keys frequently, increases the 
energy consumption of key transmission, and reduces the 
security and stability of the channel. Thus, the security of 
network data transmission is affected. Arroyo et al. [11] 
changed the plaintext format of important information in the 
network data through the Polybius cipher to obtain the 
ciphertext. The Huffman coding algorithm was used to 
compress the ciphertext. The ciphertext was embedded into 
the ciphertext through the least significant bit algorithm of 
steganography. In the original data, network data encryption 
was completed. This method can effectively encrypt network 
data, and the error of network data encryption is small. 
However, this method does not perform unified management 
on the encrypted network data, thereby affecting the 
efficiency of subsequent network data decryption.  

TrustZone technology belongs to the Advanced RISC 
Machine (ARM) processor core and security extension 
components, which provide protection and isolation for 
hardware chips. It can establish a programmable 

environment to prevent the confidentiality and integrity of 
network data from being attacked. Moreover, it uses a bus to 
divide the hardware and software resources of the 
architecture, thereby obtaining two execution environments 
[12]. These two environments, namely, the rich execution 
environment (REE) and the secure trusted execution 
environment (TEE), are parallel. The two worlds run on the 
same core by extending the ARM core [13]. TrustZone 
technology can effectively isolate REE and TEE, perform 
network data encryption and key management operations in 
TEE, resist various types of attacks, such as tampering and 
replay attacks, and improve the security of network data 
transmission. The development costs are low. Therefore, the 
network data encryption method based on TrustZone is 
studied to improve the integrity and confidentiality of 
network data transmission. 

 
 

3. Methodology 
 

3.1 Technical Architecture of the Network Data 
Encryption Method 
A network data encryption method is designed using 
TrustZone. This method mainly includes two functional 
units: the key security management unit and the network 
data encryption and decryption unit. The technical 
architecture of the network data encryption method is shown 
in Fig. 1. 

The hardware layer provides hardware support for 
network data encryption methods while offering the 
hardware-level isolation of TrustZone. TrustZone 
technology switches the secure and non-secure states of the 
ARM core according to the call command of the security 
monitoring mode, ensuring the hardware-level isolation of 
the technical architecture when sharing a set of hardware 
devices [14]. Moreover, a safe and reliable trusted execution 
for an upper-layer application environment is provided. 

The kernel layer provides the trusted operation kernel of 
the TEE for the network data encryption method and the 
common kernel of the REE. The Linux kernel provides rich 
operations for the REE, whereas the OP-TEE kernel 
provides trusted operations for the TEE. These two cores 
connect the framework layer to the hardware layer. This 
layer has state-switching and session-building functions. 
The framework layer belongs to the core layer of the data 
encryption method, which mainly includes two parts: the CA 
side and the TA side. The security key file is created in the 
key security management unit on the CA side, including 
directory files and secure encrypted network data files. The 
directory file is used to store and manage the information of 
all security network data files, and the specified security 
network data files can be quickly found. Writing the security 
key file allows storing the key generated by the encryption 
algorithm in the specified security key file. Reading the 
security key file allows the required keys in the security key 
file to be read [15]. Deleting the security key file deletes the 
keys that the user does not need in the security key file. The 
key security management unit on the TA side is responsible 
for realizing the functions of the key security management 
unit on the CA side. The network data encryption and 
decryption unit on the CA side is responsible for providing 
specific functional interfaces for the application layer, 
constructing a session connection between CA and TA, 
exchanging network data, switching states simultaneously, 
and entering the TEE. The network data encryption and 
decryption unit on the CA side transmits the network data 
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encryption and decryption instructions and the network data 
to the network data encryption and decryption unit on the 
TA side [16]. The encryption algorithm of the network and 
the cubic chaotic map completes the encryption and 
decryption of network data and returns the encryption and 
decryption results to the network data encryption and 
decryption unit on the CA side. 

 

 
Fig. 1. Technical architecture of the network data encryption method 
based on TrustZone 
 

The application layer provides users with function entry 
and inputs network data encryption and decryption 
instructions. The application layer performs network data 
encryption and decryption operations by calling the 
functional interface in the framework layer. It also returns 
the corresponding network data encryption and decryption 
results. 

 
3.2 Conversation flow between the CA side and the TA 
side of network data encryption and decryption 
In the network data encryption method based on TrustZone 
under the TrustZone technology, the TEE and the REE use 
the CA and the TA sides in the framework layer to complete 
the network data exchange. The specific session flow is 
shown in Fig. 2. 

The conversation process between the CA and the TA 
sides is as follows: First, the context of network data 
encryption and decryption is constructed starting from the 
common application of CA in the REE [17]. Then, the 
session is opened, and the session command is initiated. 
Finally, the feedback on the network data encryption and 
decryption session result is obtained. Similarly, the TEE has 
a corresponding session opening function. It also realizes the 
specific functions of the network data encryption and 
decryption unit and returns the network data encryption and 
decryption session results to the REE side. In the 
conversation process between the CA and the TA sides, the 
TEE supplicant, which is the link between the two 

environments, realizes the network data exchange between 
the REE and the TEE. After the session connection between 
the CA side and the TA side is established, the CA side can 
send the network data encryption and decryption command 
to the TA side. After receiving the network data encryption 
and decryption command, the TA side first checks whether 
the command is safe. If the command is a security command, 
then this command is executed. Moreover, the memristor 
neural network and the cubic chaotic map encryption 
method are used to encrypt and decrypt network data, and 
the network data encryption and decryption results are 
returned to the CA side. 
 The network data encryption and decryption request 
instruction is implemented in the RPC in the OP-TEE core; 
that is, it is implemented by remote calling [18]. In the OP-
TEE core, the REE and the TEE can initiate network data 
encryption and decryption requests, and the hardware 
provided by the hardware layer is used to complete the 
switching between REE and TEE. In the network data 
encryption method based on TrustZone, if the network data 
encryption function or key management function is required, 
the CA side in the REE has an external interface, which is 
used to realize the network data encryption and decryption 
between the CA side and the TA side. For instruction 
transmission, the TA side implements network data 
encryption and decryption or key management functions, 
and the network encryption and decryption results or key 
management results are returned to the CA side. Therefore, 
all actual operations are completed in the TEE, thereby 
ensuring the security of network data encryption and 
decryption and key management. 

 
Fig. 2. Session flow between the CA and the TA 
 
3.3 Key Security Management for Network Data 
Encryption and Decryption 
The security key management unit on the CA side in the 
framework layer is responsible for creating, writing, reading, 
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and deleting security key files. The specific steps for 
creating a security key file are as follows: 
 

Step 1: Obtain session control instructions for encrypting 
and decrypting network data on the TA side. 

Step 2: Obtain the context information of encryption and 
decryption of network data on the TA side 
according to the session control instruction [19]. 

Step 3: Check the operation authority for creating the 
security key file. 

Step 4: Obtain the tee_pobj structure that is combined with 
the context information and created by the 
securely encrypted network data file. 

Step 5: Fill in the parameters of the security key file 
creation in the tee_pobj structure. 

Step 6: Add the tee_pobj structure variable to the secure 
encrypted network data queue [20]. 

Step 7: Create a secure encrypted network data file 
according to the secure encrypted network data 
queue. 

Step 8: Create directory files for securely encrypted 
network data. 

Step 9: Set the file number for the created directory file. 
The name of the directory file is the set file 
number. 

Step 10: In the directory file, write the created secure 
encrypted network data file to complete the 
creation of the security key file. 

 
The directory file is used to find the required security 

key file quickly and accurately before the security key file 
can be written and read. The network data encryption and 
decryption results are obtained by reading the specified 
encryption and decryption key. 
 
3.4 Implementation of the network data encryption 
method 
The network data encryption unit on the TA side in the 
framework layer realizes the encryption and decryption of 
network data by calling the initial key in the security key 
management unit on the CA side using the memristor neural 
network and the cubic chaotic map encryption method. In 

the memristor neural network, the network data that need to 
be encrypted are input, and the network data are encrypted 
once. The weight value used by the memristor neural 
network to encrypt the network data once is the security key 
in the security key management unit on the TA side. The key 
chaotic sequence for the secondary encryption of network 
data is generated to complete the secondary encryption using 
the weight update result of the memristor neural network as 
the initial value of the cubic chaotic map. 

The nonlinear window function for encrypting network 
data with a memristor is 

 

       (1) 

 
The network data that need to be encrypted are ; the 

width of the  between the two platinum contacts is ; 
the width of the doped region is . 

The resistance value of the memristor when encrypting 
network data is , where the network data encryption 
time is . The calculation formula of  is as follows: 

 

        

(2) 

 
 

The minimum and maximum resistances of the 
memristor are  and , respectively; the current 
passing through the memristor is ;  the average mobility 
is  ; the initial resistance of the memristor is . 

Let the conductance of the memristor be . The 
calculation formula is as follows: 

 

        

(3) 

 
The formula for the change in conductance  can be 

obtained using the differential of G to t. The formula is as 
follows:

 

       

(4) 
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Among them, ; in the case of time variation 

, . Then, the variation  of the neural 

network weight can be replaced by . 
The Chebyshev type II polynomial  is taken as the 

activation function of the memristor neural network. In this 
case, the primary encryption result  of the network data 
output by the memristor neural network is as follows: 

 

    
      (5) 

 
The number of neurons in the output layer is ; the 

weight and activation function of the  neuron are  and 
; the value of  is the security key in the security key 

file created by the key management unit on the CA side. 

The one-time encryption error of the network data is as 
follows: 
 

       
 (6) 

 
The number of network data samples is ; the expected 

and actual primary encryption results of the  network data 
sample  are  and . 

 is used to replace . In this case, when the 
current is small, the change in  is also small, which is very 
close to 0; when the current is large, the change in  is also 
large. The updated formula of  can be deduced through 
the memristor equation. The formula is as follows: 
 

 

      

(7) 

 
 

The learning rate is ; the integral of is , 

. 
The updated formula of  can be obtained through 

. The formula is as follows: 
 

         (8) 
 
The weights before and after updating are  and . 

 is taken as the initial value of the one-dimensional 
cubic chaotic map. In this case, the formula of the one-
dimensional cubic chaotic map is as follows: 
 

        (9) 
 
The parameters are  and ; the number of iterations is 

. 
Let the chaotic series of the secondary encryption key of 

network data be , , where the encryption 
coefficient is . Then, 
 

       (10) 

 
Formula (10) is introduced into Formula (9). Formula (9) 

is integrated to obtain 
 

     (11) 

 
The value of  is , where the word length of the 

computer is , to ensure that the iteration results of  are 
all integers. 

The integrated Formula (11) contains two fixed solutions, 

0 and  , indicating that when the initial key is 0 or , 

the key chaotic sequence  of the secondary encryption of 
network data is 0. Formula (11) must be improved to avoid 

. The improved formula is as follows: 
 

(12) 

 
The memristor neural network and cubic chaotic map 

encryption method are used, and the specific steps for 
encrypting network data are as follows: 

Step 1: Select the initial key in the key security 
management unit on the CA side. In the memristor neural 
network in the network data encryption and decryption unit 
on the TA side, input the network data transmitted through 
the session connection between the CA side and the TA side 
and output the network data. The data are encrypted once. 
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The updated result  of the weight  is obtained 
according to the encrypted result of the first encryption, and 

 is the initial key of the cubic chaotic map. 
Step 2: Use the cubic chaotic map to perform  

iterations on  to generate the chaotic sequence 
 of , where the number of chaotic 

sequences is , . The rows and columns of the 
network data plaintext characters are  and  . 

Step 3: Build an index matrix and scramble the 
network data plaintext character matrix. Convert 

into chaotic matrix, sort 
 in descending order according to row 

and column order, and obtain . Process the network data 
plaintext character matrix  according to  and obtain the 
network data plaintext character matrix after scrambling. 

Step 4: In the initial key selection, use the cubic chaotic 
map to iterate  for  times and generate the chaotic 
sequence  of , which is the initial key. 

Step 5: For bit reorganization, change the plaintext 
characters of the network data in  to binary form , 
convert  to chaotic matrix , arrange the plaintext 
characters in descending order, obtain the index array , 
use  to sort the plaintext characters of the network data in 

 again, and obtain new network data plaintext; sequence 
 is the plaintext sequence of the network data after bit 

reorganization [19]. 
Step 6: For the key sequence generation, use the cubic 

chaotic map to iterate  for  times, generate two 
chaotic random sequences  and  of , randomly 
select the network data plaintext character  in , select 

 and  in , and add  and  to  and . 
Let the length of the chaotic sequence be .  and  
are processed to improve the security of the encryption 
method. The processing formula is as follows: 
 

    (13) 

 
The rounding down function is ; the rounding 

function is ; the remainder operation symbol is . 
Step 7: For the diffusion, add the network data plaintext 

sequence  after bit reorganization during the first round of 
the network data diffusion encryption process. In the case of 

, the first round of diffusion formula is as follows: 
 

   (14) 
 
In case , the first-round diffusion formula is 

as follows: 
 

 (15) 
 
The maximum value of  is . 
During the second round of diffusion, the results of the 

first round of diffusion must be added. In the case of 

, the formula for the second round of diffusion is as 
follows: 
 

        (16) 

 
In the case of , the two-round diffusion 

formula is as follows: 
 

  (17) 
 

 is the final network data encryption result. 
The decryption algorithm is the inverse operation of the 

encryption algorithm, and the key used for decrypting 
network data is the same as the key used for encryption. 
 
 
4. Experimental results analysis 
 
The wireless sensor network scenario built by network 
simulation software is taken as the experimental object. The 
wireless sensor network scenario contains 30 sensor nodes, 
and the initial energy of each sensor node, which is 150 J, is 
consistent. The topological structure of the wireless sensor 
network scenario is shown in Fig. 3. 

 
Fig. 3. Topological structure of the wireless sensor network scenario 

 
The values of parameters  and  in the cubic chaotic 

map in the method of this study directly affect the 
encryption effect of subsequent network data. Therefore, the 
optimal values of  and  must be analyzed, and the value 
interval of the optimal key chaotic sequence needs to be 
controlled within [−1,1]. The analysis results are shown in 
Fig. 4. We can determine by analyzing Fig. 4(a) that the 
value range of the network data encryption key chaotic 
sequence output by the cubic chaotic map in this method 
gradually shrinks when the value of  continues to increase. 
When the value of a in the network data is approximately 5, 
the value interval of the encryption key chaotic sequence is 
approximately [−1,1]. This finding shows that the network 
data encryption effect of the method in this study is the best. 
We can determine by analyzing Fig. 4(b) that the network 
data encryption key chaotic sequence output by the cubic 
chaotic map in this method appears chaotic when the value 
of B is approximately 2. This finding indicates that the key 
chaotic sequence generated at this time is good. In particular, 
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the network data encryption effect of the method in this 
study is the best. Comprehensive analysis shows that when 
the value of  is 5 and the value of is 2, the network data 
encryption effect of this method is the best. 

 
(a) The best value analysis result of  

 
(b) The best value analysis result of  

Fig. 4. Analysis results of the optimal values of parameters  and  
 
 
The method in this study is used to encrypt the network 

data that need to be transmitted in the wireless sensor 
network scenario. The network data encryption results are 
shown in Fig. 5. 

The analysis of Fig. 5(a) shows that the ASCII code 
values of the network data character sequences that need to 
be encrypted have clear distribution rules. The analysis of 
Fig. 5(b) shows that the ASCII code values of the network 
data character sequences encrypted by the method in this 
study are relatively uniform. No rule exists. Thus, the 
distribution rule of the ASCII code value of the original 
network data character sequence is completely concealed. 
The experiment proves that the method in this study can 
effectively encrypt network data. 

The balance of the network data encryption by this 
method is measured by analyzing the proportion of network 
data plaintext characters and ciphertext characters in the 
ASCII value before and after encryption. The analysis 
results are shown in Fig. 6.  

We can determine by analyzing Fig. 6(a) that the 
distribution of plaintext characters in the ASCII code value 
in the unencrypted network data is not uniform. The 
proportion of plaintext characters in the network data in the 
ASCII code value is relatively high when the ASCII code 
value is lower than approximately 40. This finding indicates 
that many plaintext characters exist at this time. Thus, this 

part of plaintext characters may have valid network data 
prone to leakage. We can determine by analyzing Fig. 6(b) 
that after being encrypted by the method in this study, the 
ciphertext characters in the network data in the ASCII code 
value show a uniform distribution, evenly distributed 
between 0.003 and 0.008. Moreover, no number of 
occurrences exists in different ASCII code values. A large 
number of ciphertext characters indicate that the characters 
of the network data encrypted by the method in this study 
have a good balance; that is, the anti-probabilistic statistical 
attack effect is good. 

 

 
(a) Distribution of the ASCII code values of the network data character 
sequences to be transmitted 

 
(b) Distribution of the ASCII code values of the encrypted network data 
character sequences 
Fig. 5. Network data encryption results of the method in this study 

 

 
(a) Proportion of plaintext characters in the ASCII code value before 
encryption 

a b

a

b
a b



Hongyan Xu and Yaodong Yuan/Journal of Engineering Science and Technology Review 16 (4) (2023) 109 - 118 

 116 

 
(b) Proportion of the encrypted ciphertext characters in the ASCII code 
value 

Fig. 6. Analysis results of the balance of the network data 
encryption by the method in this study 

 
The use of completeness  and avalanche effect  for 

measuring the network data encryption effect of this method 
shows that the closer the values of  and  are to 1, the 
better the confusion and diffusion effects of the network data 
encryption by this method are; that is, the encryption effect 
is improved. The calculation formula of  is as follows: 
 

     (18) 

 

The network data input by the encryption method is  
bit; the output is  bit. 

The calculation formula of  is as follows: 
 

   (19) 

 
The number of characters in the input network data 

sample is ; the differential Hamming weight is ; the 

number of  in the network data sample between the output 

of only changing the  bit and the original output is . 
When analyzing different attack types, the method in this 

study encrypts the effect of network data. The analysis 
results are shown in Table 1. The analysis of Table 1 shows 
that the network data encrypted by the method in this study 
can effectively resist different types of network attacks. In 
different types of network attacks, the integrity value of the 
network data encrypted by the method in this study and the 
value of the avalanche effect is close to 1, which is relatively 
close. The experiment proves that the method in this study 
can effectively defend against different types of network 
attacks. Under different types of network attacks, the 
integrity and avalanche effect of the encrypted network data 
by this method are relatively high, indicating that this 
method has good confusion and diffusion effects on the 
encrypted network data. In particular, the network data 
encryption effect is good. Moreover, the network data 
encrypted by the method in this study have good integrity 
and timeliness. 

 
Table 1. Analysis results of network data encryption in different attack types 
Attack type Attack result Result analysis   

Tampering attacks on write 
operations Failure 

The number of characters in the network data calculated by the returned 
data is consistent with that in the original network data packet, 
indicating that the network data packet is not tampered with. 

1 0.999 

Tampering attacks on read 
operations Failure 

The secure TEE returns the number of characters in the read data. The 
number is consistent with that in the original network packet, indicating 
that the network packet is not tampered with. 

1 0.998 

Replay attack on write operations Failure 
Network data write request packet write technology, consistent with the 
actual write count, indicates that the network data successfully resist 
replay attacks and that network data packets have timeliness. 

1 0.997 

Read operation replay attack Failure 

In secure TEE, the random number in the network data response packet 
is consistent with the actual random number, indicating that the network 
data successfully withstand replay attacks and that the network data 
packet has timeliness. 

0.999 0.999 

Channel attack of write operation Failure The attacker cannot obtain the key for encryption and decryption of 
network data. 1 0.996 

Read operation channel attack Failure The attacker cannot enter the secure TEE. 1 0.998 

Write theft attack Failure The attacker cannot generate network data encryption and decryption 
keys and decrypt network data. 1 0.997 

Read operation steal attack Failure The attacker cannot enter the secure TEE. 0.999 0.999 

Forge attacks on write operations Failure The illegitimate identity of the requested visitor is confirmed 
successfully, and access to network data is denied. 1 0.996 

Forgery attacks for read 
operations Failure Access to network data is denied in a secure TEE. 1 0.998 

 
If the network data encryption effect is good, the 

distribution of 0 and 1 in the network data binary ciphertext 
should be uniform. The 0-1 balance index is used to measure 
the statistical attack resistance effect of the network data 
encryption method in this study. The calculation formula of 

 is as follows: 
 

.     (20) 

The total number of 0 and 1 s in the binary ciphertext of 
the network data is ; the numbers of 0 and 1 s in the 
binary ciphertext of the network data are  and . The 
closer the value of the 0-1 balance index  is to 0, the better 
the statistical attack resistance effect of the network data 
encryption method in this study is. 

The simulation method of the effective data encryption 
of documents based on a convolutional neural network in 
reference [7] and the advanced encryption method of data 
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security based on an improved AES algorithm in reference 
[8] are used as the comparative methods for verifying the 
effect of the attack resistance of the network data encryption 
of the three methods with different network data lengths. 
The statistical attack-resisting effect under the application of 
the three methods is shown in Fig. 7. 

The result of Fig. 7 shows that with the increase in 
network data length, the value of the 0-1 balance index of 
network data encryption shows a downward trend when the 
number of encryption rounds differs; that is, the longer the 
network data length is, the better the statistical attack 
defense effect is. The higher the number of encryption 
rounds is, the smaller the 0-1 balance index value of the 
method in this study is; that is, the statistical attack 
resistance effect is improved. When the number of 
encryption rounds differs, the 0-1 balance index values of 
the network data encrypted by this method are relatively 
close to 0, and the highest values are approximately 0.0088, 
0.0079, and 0.0067. This finding shows that the network 
data ciphertext encrypted by this method performs well. The 
0-1 balance index value indicates that the attacker cannot 
steal sufficient information in the encrypted network data; 
that is, the statistical attack resistance effect is good. 

The 0-1 balance index values of the network data 
encrypted by the method of reference [7] are close to 0.001, 
indicating that they fail to approach 0. Moreover, the highest 
values are approximately 0.0084, 0.0076, and 0.0064. This 
finding indicates that the ciphertext of the network data 
encrypted by the method in reference [7] has a relatively 
good 0-1 balance. The possibility of the attacker stealing the 
information in the encrypted network data effectively is 
small, i.e., the statistical attack resistance effect is relatively 
good. The 0-1 balance index values of the network data 
encrypted by the method of reference [8] are close to 0.002 
and relatively far from 0. Moreover, the highest values are 
approximately 0.0084, 0.0076, and 0.0064. In particular, the 
statistical attack-defense effect is relatively good. The 0-1 
balance index values of the network data encrypted by the 
method of reference [8] are close to 0.002 and far from 0. 
Moreover, the highest values are approximately 0.0078, 
0.0069, and 0.0062. This finding indicates that the 
ciphertexts of the network data encrypted by the method of 
reference [8] have a relatively poor 0-1 balance. Moreover, 
the attacker can steal valid information in the encrypted 
network data. The attacker has a high possibility of stealing 
valid information within the encrypted network data, i.e., the 
statistical attack is relatively poorly defended. 

 

 
(a) The method in this study 

 
(b) Reference [7] methods 

 
(c) Reference [8] methods 
Fig. 7. Analysis of the results of the attack-defense performance 
statistics 
 
 
5. Conclusion 
 
This study investigates the network data encryption method 
based on TrustZone to ensure that the data transmitted by 
users in the network are not at risk of being leaked. 
TrustZone is used to solve incomplete isolation, high cost, 
and poor consistency. After experimental verification, the 
following conclusions are obtained: 

(1) The interval of the optimal key chaotic sequence 
must be controlled between [−1,1]. The analysis of the 
optimal values of parameters a and b in the cubic chaotic 
mapping indicates that the method of this study encrypts the 
data in the network excellently when the value of  is 5 and 
the value of  is 2. 

(2) The ASCII code value of the network data character 
sequence before encryption has an obvious distribution 
pattern to encrypt the network data to be transmitted under 
the wireless sensor network scenario set up in the 
experiment. After the encryption method of this study is 
applied to the ASCII code value of the network data 
character sequence, the distribution uniformity increases, 
and no pattern to follow exists. Thus, the effective 
encryption of the network data is realized. 

(3) The balance of this study’s method is verified to 
ensure that the encrypted network data can be seen. 
Encryption before the part of the plaintext characters may 
exist in the effective network data. The encryption method 
of this study can be easily applied to network data leakage 

a
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problems. In different ASCII code values, no ciphertext 
characters appear frequently. These findings indicate that the 
method of network data encryption in this study is balanced, 
and the anti-probabilistic statistical attack effect is superior. 

(4) The completeness  and the avalanche effect  are 
used to measure the encryption effect of the network data of 
this study’s method. The results indicate that the 
completeness value and the avalanche effect value of the 
encrypted network data of this study’s method are close to 1 
under different types of network attacks. This finding 
indicates that this study’s method encrypts network data 
with good obfuscation and diffusion and that the 
completeness and timeliness of the data are still intact and 
preserved. The overall encryption effect is also good. 

(5) The method of literature [7] and the method of 
literature [8] are used for comparison to verify the attack-
resistance effect of the network data encryption of the three 
methods when the network data lengths vary. The results 
indicate that the value of the 0-1 balance index of the 
encrypted network data of this study’s method is the closest 
to 0, and the highest values are approximately 0.0088, 
0.0079, and 0.0067. Thus, the method in this study has a 
good overall balance and a good effect of statistical attack 
resistance. 

The above experimental conclusions indicate that the 
method in this study can effectively isolate the REE and 

TEE of the network data encryption, provide users with a 
complete network data encryption function, improve the 
effect of network data encryption, and successfully defend 
against various types of network attacks used by attackers. 
As a result, the leakage of important network data is avoided, 
and the security of network data transmission is improved. 
However, the method in this study still has certain 
shortcomings. In particular, the real network environment 
may face many variables and challenges. However, the 
experimental process in this study is mainly conducted based 
on an idealized environment and model. Therefore, further 
empirical studies and tests in realistic scenarios are needed 
in the future to continue improving the methodology of this 
study. The methodology of this study is expected to provide 
a reference for the development of computer network 
communication. 
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