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Abstract

The use of random MAC addresses is considered as an important tool to improve a user's privacy on a Wi-Fi network.
Although this technique was proposed since 2014, its implementation was not effective immediately but had an uneven
evolution over the following years. This paper studies the evolution of random MAC addresses based on the analysis of
data collected in public Wi-Fi networks located in different areas of Latin American countries from 2016 to 2021. Statistical
analysis is performed using the analysis of variance technique (ANOVA) that tests whether there are significant differences
in the rate of MAC randomization over different periods of time and thereby identified an uneven evolution of the
implementation of MAC address randomization measures in mobile devices with different operating systems, and also the
massification of these measures from 2019. The development of the massification of randomized MAC addresses and the

impact of the existence of centralized and widely controlled operating systems, such as iOS, is evident.

Keywords: MAC address, randomization, Android, iOS

1. Introduction

The development of data networks has created identifiers for
the equipment involved in communications in order to meet
the needs of information transmission; however, when the
identifier can be associated with an end user, there is the
possibility of using these identifiers to track individuals and
thus violate their privacy. One of the most popular identifiers
is the Media Access Control (MAC) address used by Wi-Fi
and Bluetooth connections [1]. That is why the Institute of
Electrical and Electronics Engineers (IEEE) created a
methodology for randomizing these MAC addresses, applied
especially in end-user devices such as cell phones and
computers; although the adoption of these measures has taken
many years and has depended on the efforts of several actors.

This paper analyzes the evolution of MAC address
randomization in public Wi-Fi network connection scenarios
in Latin American countries during the last years, using the
proportion of randomized addresses and their operating
system. Some previous studies have analyzed this process;
however, the presence of randomized MACs was not of major
relevance at the time of those studies [2], [3].

2. Literature Review

Different studies on the use of MAC addresses have focused
on applications such as people identification, device tracking,
travel time calculation in transportation systems, vehicle
origin-destination estimation, etc. In [4], [5], [6], [7] and [8]
the use of MAC addresses generated by devices associated to
vehicles using Wi-Fi and Bluetooth technologies is studied to
understand different variables such as travel times and origin-
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destination of vehicles. In [4] a system called Media Access
Control Address Detection (MACAD) was developed that
detects the signals of Bluetooth devices emitted by vehicles
to identify them and perform an analysis on the travel time of
each vehicle, in addition, different hardware alternatives were
examined to improve the detection of the signals and the
recognition of the MAC address, as a basis for the study of
the travel time calculation.

Other researches [9] and [10] have used the mobilizing
vehicles to scan MAC addresses through different routes,
with which user location maps were developed. Advantages
and challenges in using Bluetooth and Wi-Fi to collect MAC
address data for crowd monitoring are presented in [11].

There have also been some studies on the implementation
of MAC address randomization techniques in mobile devices
and Wi-Fi networks, including the following. In [12], the need
to protect the location privacy of clients in wireless networks
is discussed. To solve these challenges, a location privacy
protection package is proposed that includes a Dynamic MAC
Address Assignment scheme and a shuffling scheme with a
silence period. This strategy will hide the real identity of the
client node in the WLAN and makes the involved nodes
construct a mixing zone to prevent any adversary from
tracking the client's movement in the WLANS. In [13], the
first large-scale study on MAC address randomization is
presented, detailing the implemented randomization policies,
associated device models and device identification methods.
In [14], MAC address randomization is analyzed by
conducting a study with 160 cell phone models, determining
whether randomization is used, if so, under what conditions it
randomizes its MAC address, and whether known tracking
vulnerabilities are mitigated.

A study on vulnerabilities in randomized MAC addresses
is presented in [15]. In addition [16] indicates that the MAC
address is not the only data that can be used for tracking, but
also the content of the frames and their timing can be used to
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achieve device tracking despite the randomization of the
MAC address.

On the other hand [17] has studied the relationship in
privacy management using MACs and routing layer in IoT
applications. The author has proposed a data privacy
preserving scheme using "ElGamal" cryptosystem after route
selection in information routing of IoT systems. The author
has succeeded in improving the effectiveness of secure data
privacy preservation at the routing layer by experimental
analysis of the routing layer

A limited number of studies have evaluated the real
impact of random MAC addresses, largely due to the fact that
their implementation in operating systems has been delayed,
and as presented in this paper, only until 2020 did they
become widespread. With respect to the above [2] analyzed
several data sets of polling requests between the years 2013
and 2017, where a trend of overall increase in the use of
absolute random addresses was observed. However of the
total samples analyzed did not exceed 3% samples containing
random MAC addresses. In [3] a study was developed in 2019
on randomization measures in the Wi-Fi connectivity market,
finding that by that date MAC randomization functions had
not yet caused serious problems in existing services.

3. MAC Addresses

The MAC address is a unique identifier used by a network
interface (NIC) of most IEEE 802 network technologies,
including Ethernet, Wi-Fi and Bluetooth. MAC addresses are
primarily assigned by device manufacturers according to
IEEE-controlled usage authorizations, so they are often
referred to as an Ethernet hardware address or physical
address. MAC addresses are formed according to the 6-byte
principles used in two numbering spaces based on extended
unique identifiers (EUI), the address usually includes an
organization unique identifier (OUI) of the manufacturer
represented in the first three bytes of this address. The last
three bytes are the network interface controller (NIC) [2].

In order to generate MAC addresses randomly, the
seventh bit of the first byte of the OUI is used as a flag: the
local administrator bit (LA bit). The two least significant bits
of the initial octet of the MAC address are used for special
purposes. The least significant bit of octet 0 (the I/G bit)
indicates an individual address (I/G=0) or a group address
(I/G=1), and the second least significant bit of octet 0 (the U/L
bit) indicates the universally administered address (U/L=0) or
indicates a locally administered address (U/L=1) [18]. A
universally managed address is understood as a globally
unique address; while a locally managed address is used to
generate random addresses, Fig. 1 shows the general scheme
of a MAC address and the location of the LA bit.

Organisationally Unique Identifier (OUT) Network Interface Controller (NIC)

| hyte 1 Iyte | |)\'|l‘ 1 byte | byte | |1)‘x1'

D7 {6 [b3 | b4 {b3 {b2] b1 [

(: Globally Unique
I: Locally Administered (LA bit)

Fig. 1. MAC address structure. [2]

The use of the LA bit to indicate the existence of random
MAC addresses has been the responsibility of the operating
systems of end-user devices, especially mobile devices.

4. Material and methods

The massive application of randomized MAC addresses is
measured in this work from samples of addresses of
connections in public Wi-Fi zones from 2016 to May of 2021,
in order to analyze the impact of these randomized addresses
over time with respect to operating systems.

Therefore, the randomization data are reviewed from a
repeated measures approach, to analyze the increase in this
phenomenon in the observation periods. For this purpose, the
analysis of variance (ANOVA) technique is used to test if
there are significant differences in the randomization rate of
the MACs over different time periods. Likewise, the analysis
is replicated including as an associated factor the operating
system of the devices in order to verify if the evolution profile
of the types of system presents a similar behavior in the
observation periods.

4.1 Data samples
This paper analyzes the records of final user MAC addresses
in public Wi-Fi zones, from 2016 to May 2021. These records
are obtained by the company DataWifi SAS in Colombia,
which provides data analytics services on Wi-Fi networks.

These data correspond to various public Wi-Fi zones
located in Colombia (CO), Ecuador (EC), Peru (PE), Mexico
(MX), Puerto Rico (PR), Dominican Republic (RD), Panama
(PA), El Salvador (SV) and Argentina (AR), which represent
different data observation points for this study.

Tab. 1 shows the consolidated data for each year of the
study, differentiating the presence of data from Wi-Fi zones
in different countries and observation points.

Table 1. Description of data

Amount of | Countries

data

Year Types of
observation

points

2016 | 21495 CO Retail

2017 | 417613 CO, EC Retail,

Government, ISP
2018 | 1806237 CO,EC, PE Retail,
Government, ISP,
Hotels, Banks
2019

11591024 | CO.EC, PE,

PA, SV

Retail,
Government, ISP,
Hotels, Banks,
Restaurants,
Hospitals

2020 10543398 C CO,EC,
PE, PA, SV,
MX, DR, PR

Retail,
Government, ISP,
Hotels, Banks,
Restaurants,
Hospitals,
Transportation
Systems
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2021 | 8308144 C CO,EC, | Retalil,
PE, PA, SV, | Government, ISP,
MX, DR, | Hotels, Banks,
PR,AR Restaurants,
Hospitals,
Transportation
Systems

The data collected has the following structure:

ID - Unique identifier of the sample

MAC user - MAC address used by the user device to manage
its Wi-Fi connection.

MAC access point - MAC address of the Access Point device
in the Wi-Fi zone. This data was not used in this study.
ID_zone - Wi-Fi zone identifier.

ID_Venue - Observation point identifier.

4.2 Data analysis methods

In this study ANOVA is used, which is based on partitioning
the sources of variation in the data. Given that the total sum
of variance of the observations y;; s measured in terms of the
deviations of each observation around the mean y, without
taking external factors into account, according to equation 1.

yi—y )]
When some external factor explaining changes in the
response variable y is taken into account, the total variability
can be decomposed into the variance between the response y;
and the mean of the variable at the factor level y,, and the
variability between the means at the factor levels y; and the
overall mean y
From the above, the total variation can be broken down
into two terms.
Yij =Y. =(Yi— y) + iy —yi) @
The first term of equation (2) corresponds to the sum of
squares total(SST), which corresponds to the sum of squares
regression or treatment (SSR) and the sum of squares
error(SSE). [19].
SST =SSR + SSE 3)
The sum of squares of the model describes the variability
defined by the deviations between the mean estimates of the
factors and the general mean, which in the concept of
experimental design corresponds to observing and analyzing
a response of two possible treatments, and thus estimating the
mean response for each of the treatments and quantifying the
deviations between these and the general mean. These
deviations are expected to be maximum, since the treatment
factor is the one that reflects the greatest variability in the
responses. The sum of squares of the error measures the
random variability that exists in the observations with respect
to their factormean estimate.
Given r levels in the external factor, the ANOVA model can
be described as:

Yij = Wi + € “)

wherei=1,...,r and j=1,...,n
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Where y;; is the j-th observed response of the i-th level of
the treatment factor, y; is the mean parameters of the
treatments/factors and €;; are the random errors.

Based on this model we seek to test the following
hypotheses:
®)

Hoyipy =...=

H,:not al y;are equal

This hypothesis test can be tested using the sums of
squares described above by means of the F statistic, described
as:

= = sser ©)

Where the F-statistic is calculated as the ratio of the mean
square treatment (MSTR) to the mean square error (MSE).
High values of the F-statistic support the hypothesis H, since
it implies that MSTR > MSE, while values close to 1 support
H,.
ANOVA on repeated measures is a way of analyzing
longitudinal data, where time or order of measurement is used
as the factor of r levels or repeated measures [20].

5. Results

Fig. 2 shows the evolution of the percentage of random MAC
addresses over time. As of March 2020 there is an exponential
increase in the randomness of MACs, which to date reaches
over 45% of the observed MACs.

% Random Macs
> @

ate

Fig. 2. Evolution of the percentage of random MAC addresses over time.

In the exploration of randomness, strong differences are
observed between the proportions observed according to the
type of operating system of the devices. Fig. 3 shows that
while the percentage of MAC address randomness in devices
with Android operating system is around 20-25% from the
month of December 2020 to the month of May 2021, for
devices with iOS operating system it is between 75-80%.
However, in this particular sample the majority of data comes
from Android devices, which makes the overall average
randomness smaller between 25-50%.



Carlos Andres Gomez, Laura Juliana Guerrero and Luis Fernando Pedraza/
Journal of Engineering Science and Technology Review 15 (3) (2022) 147 - 152
For the first scenario, Tab. 2 and Fig. 6 show how the
average proportion of random MAC addresses has increased
over time, from 7% to 35% in less than a year.

Fig. 4 shows a positive linear relationship between the
presence of iOS devices and the increase in MAC address
randomness. In the case of Android devices, as shown in Fig.
5, the behavior is more random and no defined pattern is
found. Additionally, it is corroborated in the data sample that
most observation points have low concentrations of iOS
devices and high concentrations of Android devices. Still, in
both cases it is perceived that over time the proportionality of
random MAC addresses has increased.

5.1. Time difference tests

The following is an analysis of the evolution of the proportion
of random MAC addresses observed in device connections,
for which two time comparison scenarios are evaluated. First,
from July 2020 to May 2021 three observation periods with
five months between them are tested. The second scenario
corresponds monthly observation, from December 2020 to
May 2021.

Random MAC proportion

0.25
0.25

0.50

Month
dec-20

Y = 2% * juk20

* may21

0.75-

0os

android

MAC proportion with android
Fig. 5. Evolution of random MAC addresses in Android.

Table 2. Proportion of random MAC addresses in an interval
of about one year.

— ios

— total

Random MAC Proportion

dec-20 ene-21 feb-21 mar-21 apr-21 may-21

Month
Fig. 3. Proportion of random MAC addresses by operating system.

Month
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¢ juk20

* may21

Random MAC proportion
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0.50
MAC proportion with ios
Fig. 4. Evolution of random MAC addresses on i0S.

Based on the devices connected to the available WiFi
networks, the first scenario contains 78 observation points
while the second has 109. From the MAC addresses observed
during the time periods, the percentage of randomness at each
point is calculated.

Standard
Date n mean deviation
Jul-20 78 0.073 0.048
Dec-20 78 0.290 0.138
May-21 78 0.357 0.141

Fig. 6 shows that just as the number of random MACs has
increased over time, so has the wvariability of this
proportionality in connection locations.
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Fig. 6. Boxplot of random MAC addresses over an interval of about one
year.

A one-way ANOVA is now fitted to test whether there are
significant differences between the proportion of randomness
observed in the periods. Tab. 3 shows there is a significant
increase in the randomness over time. Tab. 4 shows all the
pair comparisons are found to be significantly different, thus
concluding that the increase in randomness in the year of
observation had a significant increase. From Tab. 4 it can be
concluded that the difference between July and December
2020 is much larger than that observed between December
2020 and May 2021.
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For the second scenario, the evolution of randomness in
MAC addresses is analyzed for six continuous months, in
order to verify whether the change remains significant. As
shown in Tab. 5 and Fig. 7, the randomness continues to

increase over time; although the change is not as abrupt as that
observed from July to December 2020 or May 2021.
Additionally, the variability of randomness at the observed
locations remains more stable.

Table 3. ANOVA for three measurements in the months of Jul-20, Dec-20 and May-21.

Component Degrees of freedom | Sum Square Mean Square F value P-value
time 2 3.442 17.208 1243 <2e-16%**
Error 231 3.197 0.0138
Table 4. Pairwise t-test between measurements of jul-20, dic-
20 and may-21
075
Time 1 Time 2 statistic P value s
dic-20 | jul-20 14.0 2.26e-22%%* g
dic-20 may-21 -7.44 3.69e-10%** é 050
jul-20 may-21 -17.8 1.34e-28%** z
025
14
Table 5. Proportion of random MAC addresses for 6
continuous months. 000
Time n mean Standard deviation Dec20  Jan21  Feb2t  Mar21  Apr21  May21
Dec-20 109 | 0.288 0.14 Wonth
Fig. 7. Behavior of randomness over time.
Jan-21 109 | 0.321 0.144
Feb-21 109 | 0.326 0.142
Mar-21 109 0.338 0.129 The test of differences by means of ANOVA is presented
in Tab. 6. Once again, it is observed that there is at least one
Apr-21 109 0.331 0.134 significant difference between the proportionality of
May-21 109 0.361 0.135 randomization in the observed months.

Table 6. ANOVA for 6 continuous months.

Component Degrees of freedom | Sum Square Mean Square F value P-value
time 5 0.369 0.07375 3.909 0.00169**
Error 648 12.224 0.01886

Tab. 7 shows the pairwise test to identify between which
months there is a significant difference. The pairs turn out to
be different when there is more than one month difference
between them, except for the change between December 2020
and January 2021 where the increase in randomness is
significant.

Tabla 7. Pairwise t-test para 6 meses continuos

Time 1 Time 2 statistic p-value
Apr-21 Dec-20 6.73 1.28e- 8
Apr-21 Jan-21 3.35 1.60e- 2
Dec-20 Feb-21 -3.99 2.00e- 3
Dec-20 Jan-21 -4.60 1.70e- 4
Dec-20 Mar-21 -7.70 1.04e-10
Dec-20 May-21 -9.73 2.85e-15
Feb-21 May-21 -3.73 5.00e-3
Jan-21 May-21 -4.77 8.67e-5
Mar-21 May-21 -3.65 6.00e- 3

6. Discussion

151

The results obtained show an evolution in MAC address
randomization techniques. As evidenced in Figure 2, as of
September 2020, a proportion of random MAC addresses
higher than 10% of the total addresses detected in the
analyzed public Wi-Fi network datasets is detected.

This allows us to compare the findings with similar works
[2] and [13], through the Table 8, where the results of similar
Wi-Fi zones have been taken: public and open Wi-Fi zones,
as the case of Sapienza dataset of [2], since private or
experimental Wi-Fi zones are hardly comparable to the
scenario studied in this work.
Table 8. Comparison of results with similar studies.

Year Total Total %
MAC random Random
Addresses | MAC MAC
[2] 2013 160.000 320 0,2%
[13] | 2017 2.604.901 1.388.565 | 53,3%
This | 2017 417.613 405 0,1%
work
2018 1.806.237 | 1.815 0,1%
2019 11.591.024 | 16.860 0,1%
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2020 10.543.398 | 980.939 9,.3%

2021 8.308.144 | 3.471.709 | 41,8%

7. Conclusions

In this paper, the evolution of MAC address randomization
was studied over the last few years in public Wi-Fi hotspots.
From this, it became evident that randomized MAC addresses
had not had a real impact on wireless local area networks
(WLANS) until 2019, despite the fact that randomization
measures began to be implemented since 2014. After 2019,
there is an exponential increase in the use of randomized
MAC addresses, which is related to the default
implementation by Android 10 and iOS 14 mobile operating
systems and later versions. Therefore, the use of random
MAC addresses has a direct relationship with the mobile
operating systems, in particular a linear behavior over time of
the implementation of this measure was evidenced in
smartphones with iOS operating system, which is a unified
and controlled operating system; while the use of random
MAC addresses in the Android operating system was

observed irregular and with little control, which may be due
to the absence of centralized control.

The increase in randomness showed an almost
exponential growthsince the beginning of 2019, and it was
observed that during the last year and the last six months of
this study this trend continues to increase, although not at the
same rate. The differences in the randomness of MAC
addresses between the months of July and December 2020,
and between December 2020 and May 2021 turn out to be
notorious. Since then the rate of increase of this randomness
has been reduced but has not finished stabilizing and
continues to grow. During the last months of the study, an
increase rate of approximately one percentage point for each
month was observed.

In addition, further research is needed on the impact of
MAC address randomization on data network management,
as it has been shown that the MAC address is not the only tool
for maintaining the link to the unique identification of a
device.

This is an Open Access article distributed under the terms of the Creative
Commons Attribution License.
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