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Abstract 
 
The emergence of the cloud computing paradigm has influenced business organizations for migration over two decades. 
This has enabled a more incredible communication speed paired with a better fault tolerance of web-based applications and 
the scope of having practically unlimited storage available for the user and business data. Such colossal data availability 
over cloud platforms has increased concerns about the security of the same from various threats such as unauthorized 
eavesdropping, deliberate malicious mutation of data, loss of data integrity, and identity theft. The presence of such security 
vulnerabilities has rendered cloud security to be an active research area. This article aims to deep dive into the present state-
of-the-art in cloud security research and mitigation approaches. It is observed that cloud storage, cloud services are the 
widely used applications among the organization. However, vulnerabilities and security challenges faced by this two area 
is maximum. Besides, outsourcing sensitive information to cloud service provider’s (CSP) end leads to trust issues among 
organizations. This article performs a detailed comparative analysis of the security frameworks developed towards cloud 
storage level, cloud service level, and cloud trust level to date and throws light on future research directives. All the existing 
research has been evaluated against CIA (confidentiality, Integrity, Availability) principles here. 
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____________________________________________________________________________________________ 

 
1. Introduction 
 
Over the year’s cloud computing has got widely accepted by 
organizations as well as the individual. Cloud computing 
provides a centralized storage space along with a robust 
computation facility with a high-speed network [1]. The 
exiting features of platform-independent centralized space for 
resources with availability in reduced bandwidth makes the 
cloud more convenient [2]. This nature makes the cloud is 
ubiquitous. Numerous applications can be used over the cloud 
with high performance on a pay-per-use basis. This diverse 
quality of the cloud makes an attractive choice for the 
organization to shift their business. As this platform deals 
with numerous high computing resources and valuable 
information, ensuing security is one of the cloud's primary 
objectives. Different security protocol has been used by the 
Cloud Service Provider (CSP) for security preservation [3]. 
Easy access of applications over the cloud paradigm makes 
the industry more robust and provides ease of access. When 
using the cloud, it is not needed to deploy the individual 
application on the user’s end. Organizations want a fair 
amount of storage space and user-specified applications with 
reduced cost according to their need [4].  
 Cloud storage usually consists of vast storage space with 
high computing server machines with the efficient network 
coverage [5]. Being equipped with several valuable resources 
with availability makes the cloud prone to security threats. 
Preserving security in cloud computing has a new trend in 
research currently. Presently, individual Cloud Service 

Provider (CSP) maintains a stringent security policy for data 
privacy over a secure medium. However, cloud computing 
faces vulnerability and several attacks that violate data 
privacy and make the resources unavailable due to threats' 
evolving nature. These security challenges degrade the shift 
to the cloud in an organization. 
 Cloud deals with sensitive data sources. Numerous 
security challenges and their countermeasures have been 
found from the research [6]. As the threats change their 
natures, the attack always found a new way to violate the 
resources. This article discusses security challenges and their 
preventive measures in three significant areas: cloud storage, 
cloud service, and cloud trust level [7].  
 The expansion of the digital era creates an increasing 
demand for storage space with network utilities. A cost-
effective storage solution with high network capacity with 
lower bandwidth is the best choice for the business [8]. Data 
sources outsource their sensitive information to cloud storage 
over the secured network communication; after outsourcing 
data, sources lose control over the data. Following the Cloud 
Service Provider (CSP) 's stringent security policies, recent 
security attacks do not keep the researchers' look away. Apart 
from providing storage space, Cloud Service Provider (CSP) 
provides configurable pools of shared application which can 
use by the customer. These services can be software, virtual 
machine, hypervisor, storage space, and so on. These 
offerings reduce the capital expenditure of the business 
significantly by migrating to the cloud paradigm. The positive 
effect of using cloud applications is the flexibility and 
scalability of their nature. However, as an adverse effect, 
these applications' uses make the resources prone to privacy 
breaches. Cloud does not reveal the complex architecture nor 
their security protocol. When a customer uses the cloud 
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service, they are not aware of the stringent security policy of 
the Cloud Service Provider (CSP). This violates the resources 
in danger and breaches integrity. Different Security threats 
have been discussed in the article depending upon the service 
[9].  
  In the above section, we talked about data-at-rest of cloud 
paradigm and security protocol of Cloud Service Provider 
(CSP). However, some other actors played a significant role 
in security challenges. The organization is always looking for 
a trusted solution for their licit purpose. Decision-makers take 
these roles on behalf of the organization and choose a suitable 
option for their business purpose. That third-party decision-
maker can be harmful too. The malicious activity comes from 
the “trusted” cloud also [10].  
 This article will discuss the recent security challenges and 
existing preventive measurements in cloud storage, cloud 
service, and cloud trust level. Cloud storage and cloud service 
are the most useful features of cloud computing. So the 
investigation of these two areas with the detailed survey will 
be needful and beneficial. Trust factors influence the 
enterprise to choose appropriate cloud providers according to 
the need and specifications with an apt cost factor. Despite the 
importance of these two areas, a lack of transparency to 
ensure trust leads to severe data loss. The purpose of this 
article is to comprehensively review the mechanism, 
approaches, and state-of-the-art methods and study the 
background of these three area as mentioned above. This 
systematic literature review will provide a comprehensive 
literature review of the area as mentioned above. Individual 
existing work has been evaluated over their essential criteria 
and CIA (confidentiality, Integrity, Availability) 
characteristics. Authentication and authorization issues have 
been checked in regards to the trust level of cloud computing.  
The significant contribution of the article is given below 
- This systematic literature review is focused on the cloud 
storage, service, and trust level. 
- A detailed systematic literature review illustrates the 
process of this review. 
- The particular area is highlighted with some significant 
security issues and existing state-of-the-art to mitigate those 
vulnerabilities.  
-  A tabular comparative analysis chart exhibits the security 
principles maintained by the existing research. 
- Discussion of preventive measurement by analysis of the 
literature.  
 The rest of the article is organized as follows. Section 2 
will cover the brief of systematic literature review (SLR) and 
article selection procedure based on SLR. Section 3 will give 
a detailed literature survey based on cloud storage level, 
service level, and trust level. A comparative analysis will be 
provided to compare the trends of mitigation techniques 
proposed so far. Section 4 describes the current trends based 
on the analysis of the security principles and future research 
directives driven from the literature survey. Section 5 draws 
the conclusion.  
 
 
2. Systematic Literature Review (SLR)  
 
Conducting research is a very daunting process. Research can 
be of two types one is primary, and another is secondary. In 
the primary research, data gathered directly from the research 
subject and required ethical approval. Secondary research is 
conducted with the existing data because it does not generate 
new data or interacts with humans or any subjects and does 
not need any ethical approval. A systematic literature review 

(SLR) is one of the research methodologies used to conduct 
secondary research. A systematic literature review (SLR) is 
different from a traditional literature review. A literature 
review is a synthesis of the summary of research, what has 
been done, identifies research gaps in the proposed field, and 
highlights what past research tells. A systematic literature 
review provides a purposeful and intentional selection of data 
that will be needful for the research study. It a process in 
which a body of literature is collected, reviewed and assessed 
with pre-specified techniques. The goal is to identify a clearly 
defined problem with existing evidence and scope of the 
research work done with some further research questions 
which will be concluded any research gap of research, any 
recommendation, any questions, any contradictions, any 
findings, any further research proposals [11], [12] [13] 
 
a. Life Cycle of Systematic Literature Review (SLR)  
The process of performing a systematic literature review 
includes the following stages (Figure 1) reported in an 
original research article with the same name [14]. 
                         

 
Fig. 1. Life Cycle of Systematic Literature Review (SLR) [32] 
 
 
Step 1:  Define The Objectives: 
The first step of a systematic literature review (SLR) is to 
define the objectives. So, Identifying the objective and 
significance of this systematic literature review (SLR) is the 
initial step here. The objective must specify the needfulness 
of this review and future perspective [11]. According to the 
specified objective, articles should be chosen, which is 
elaborated in the next part.  
 This article aims to scrutinize the security loopholes of 
cloud storage, service level, and trust level from the existing 
research and depict the effectiveness of those research 
towards the CIA (Confidentiality, Integrity, Availability) 
principle along with two extra parameter privacy and 
recovery. This article also aims to classify the security 
loopholes, analyze the mitigation technique, and study the 
security parameters [15]. 
 
Step 2: Formulation of the research questions: 
The second step is to formulate the research questions that 
follow the objectives. By analyzing the existing research, this 
section proposed some technical questions. This article 
highlights those concerns and identifies the research gap in 
those existing research [16].  
 Following technical questions according to the goals are 
discussed in this article [14] [17]. 
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 The above questions represent in table 1 are evaluated 
against the selected article. The article selection process is 
described in the following section. We aim to analyze the 
current research trends with RQ1 to preserve security in 
industry structure. The trend is analyzed based on the chosen 
criteria such as cloud storage level, service, and trust level 
security. In RQ2, proposed frameworks have been scrutinized 

to evaluate the contribution towards security goals. With 
RQ3, different techniques identify and check their relevance, 
where RQ4 identifies the security principle followed by the 
proposed work. Different security attack prevention is 
structured from the existing articles and evaluated in RQ5 
[18].  

 
Table 1. Research questions as per criteria 

ID Research Questions Rationale 
RQ1 What are the approaches enterprises have taken to 

ensure security? 
Identify the trend of security protocol used to ensure 
privacy and security on the relevant criteria proposed 
earlier in the article 

RQ2 Contribution of the existing approaches to ensure 
security parameters? 

Scrutinize how the existing work ensures security. The 
process is evaluated against several security principals 

RQ3 Techniques adhere to propose a framework Identify the methodology used for the proposal of the 
framework 

RQ4 Security principles (CIA)  followed by the existing 
framework 

Analyzing the security principal CIA (Confidentiality, 
Integrity, Availability) followed or not 

RQ5 What are the different security attacks which can be 
prevented from the existing literature 

Evaluation of the proposed work against several security 
threats 

 
 
Step 3: Retrieval of the significant Literature studies 
This step involves finding the appropriate journal by 
searching for different electronic repositories. Identifying the 
electronic database and specified time period is necessary for 
the retrieval of literature. The article must be selected based 
on the keywords relevant to the research objective. Selected 
articles followed below steps for synthesis of the review [19].  
In this article, we will choose articles regarding the issues of 
storage level, Trust level, and service level and provide a 
guideline of the current research position, the methodologies 
used so far, why this review is necessary, and what questions 
to be answered [11].  
 
Step 4: Selection and evaluation of studies 
In this stage, evaluation is done based on significant 
characteristics. Parameters need to be identified for 
evaluation of the articles. Selected articles from the previous 
stage are analyzed in-depth based on the specified criteria. 
Significant articles have been chosen here by maintaining the 
similarity of the research context [1]. 
In this article , the article selected based on cloud storage 
level, service level, and trust level is analyzed, and irrelevant 
research has been discarded.  
 
Step 5: Analysis and Synthesis 
Analysis and synthesis have been performed based on the 
criteria proposed in step 4. Here, articles are arranged 
according to their publication year. Evaluate the strength, 
weakness, robustness of existing frameworks along with their 
probable future directives.  
In this article existing mitigation frameworks and loopholes 
have been synthesized and analysed. Based on this, a 
comparative table should be prepared to mention the research 
methodology taken based on key research areas [14].  
 
Step 6: Presentation and discussion of results 
This stage deals with the discussion and the results of the 
review. Comprehensive diagrams and charts have been 
prepared for data representation. The significance of this 
review is discussed , and comparative analysis with existing 
research has also been discussed. A detailed analysis report 
has been produced based on the security challenges and 
mitigation methods proposed in existing research in a 

stipulated time period. According to the drawbacks, this 
article presents some guidelines for future work. Future 
directives also discuss the collaboration of blockchain, edge 
computing, and big data for ensuring security and privacy. 
 
b. Article Selection Procedures 
The article selection procedure has been discussed here. This 
procedure deals with significant steps. Each step is discussed 
here with the below-mentioned table. 
 The article selection procedure starts with selecting the 
electronic database first. The database used in this systematic 
literature review (SLR) includes ScienceDirect-Elsevier, 
IEEE Explore, Springer, Wiley, and ACM digital library. The 
majority of the articles have been taken from the 
ScienceDirect-Elsevier, IEEE Xplore, and Springer database. 
The time frame was chosen as 2012- 2019 for the article 
selection procedure. Here Table 2 represents the collection of 
the electronic database with their URL [12]. Keywords are 
applied to search for the compatible research work in the 
above-mentioned electronic database systematically. All the 
keywords have been chosen based on two criteria. The first 
criteria are based on the research question and the second 
criteria are the specified area chosen for this article. All 
relevant articles have been chosen based on the specified topic 
as cloud storage, cloud service level, and cloud trust level 
security. Keywords that are applied to the electronic database 
will be combined using Boolean “AND” and “OR.”. Table 3 
determines the collection of keywords used to search in the 
database. Based on the keywords, articles have been chosen 
for further processing. Articles are comprised of the journal, 
conference proceedings (International and national) , book 
chapters. The strategy adopted for shortlisting is described 
below. Table 4 presents the tabular details of the number of 
selected articles in each stage from the electronic databases. 
The first column of table 4 represents the name of the 
electronic database used for article selection. Column 2 to 
column 4 are the representation of individual steps. Numbers 
signify the aggregation of article selected in each stage. 
Following steps (Steps 1-4) are followed for choosing the 
appropriate article.  
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Step 1: Select the articles based on the keywords from the 
electronic databases. It is observed from Table 4 is that a total 
of 124 articles is selected in this stage.  
Step2: From the selected article retrieved from step 1, we need 
to analyze and eliminate the article which is irrelevant to our 
research topic. A total of 107 articles have been shortlisted 
from 124 articles from step 1 for this article and exclude the 
rest. 

Step 3: Exclude irrelevant articles based on abstract and 
conclusion content based on the searched keywords. Stage 3 
choose 84 articles among 107 articles according to the 
criteria. 
Step 4: This is the final stage. Here articles chosen from step 
3 are analyzed based on the article topic, research questions, 
and suitable contents. 84 Articles coming from step 3 are 
analyzed based on specified criteria, and 65 articles are 
chosen for final review.  

 
Table 2. Electronic databases used in SLR. 

Online Database  URL 
ScienceDirect-Elsevier http://www.sciencedirect.com/ 
 Springer http://link.springer.com/ 
IEEE Xplore http://ieeexplore.ieee.org/ 
ACM digital library http://dl.acm.org/ 
Wiley  http://www.onlinelibrary.wiley.com/  

 
Table 3. Keywords use in SLR 

Keywords Used 
Cloud Computing Security  
Cloud computing security Review 
Systematic Literature Review  
Security in  cloud storage 
Security in  Cloud Service 
Security in  Cloud trust  
threats in cloud computing 
Cloud security future  

 
Table 4. Number of Articles as per electronic databases 

No. Electronic Database Step 1  Step 2  Step 3 Step 4  
1 ScienceDirect-Elsevier 40 31 28 24 
2  Springer 22 20 17 14 
3 IEEE Xplore 40 36 24 13 
4 ACM digital library 10 10 7 6 
5 Wiley  12 10 8 8 
  

Total 
 
124 

 
107 

 
84 

 
65 

 

 
Fig. 2. Distribution of article in the final stage (Stage 4) 
 
 The distribution of selected articles in the final stage is 
represented in figure 2 in percentage. Based on Figure 2, it is 
observed that most of the articles are taken from the 
ScienceDirect-Elsevier database, Springer, and IEEE Xplore 
databases in the final stage. International and national 
journals, conferences, book chapters are evaluated against 
different criteria. In the final stage, all relevant articles have 
been checked based on two criteria, i.e., research article and 

review article. We got the summarized snapshot of the current 
research work on that current period from the review articles. 
Some critical articles have been found for better analyzed 
which is described in the next section. From the research 
articles, individual research works are analyzed for 
suitableness.  
 Figure 3 exhibits the number of article selection graph in 
the stipulated time frame used for this article. Figure 3 shows 
the blue bar represents the year, and the green curve 
represents the number of articles chosen for this article. It is 
visible from the graph that, among 65 articles in the final 
stage, the number of the article has the maximum count in the 
years 2016 and 2017. We have taken the time frame from 
2012 to 2019 for our systematic literature review (SLR).  
 
 
3. Finding of Security Aspect and discussion of threats 
According to the objectives 
 
According to the latest trends and nature of the threats, we 
categorized the security challenges into three broad 
perspectives: cloud storage level security issues, Cloud 
service-level security issues, and cloud trust level security 
issues. Being the most used application, cloud storage and 
cloud services are prone to more eavesdropping attacks 
compared to others. Apart from cloud storage, cloud services 
are diversified into three categories, namely software-as-a-

ScienceDi
rect-

Elsevier
37%

Springer
22%

IEEE 
Xplore

20%

ACM 
digital 
library

9%

Wiley 
12%



Sudakshina Mandal and Danish Ali Khan/Journal of Engineering Science and Technology Review 14 (1) (2021) 1 - 24 

 5 

service (SaaS), platform-as-a-service (PaaS) , and 
infrastructure-as-a-service (IaaS). These three categories 
cover extensive applications starting from web application to 
virtualization. When an organization renders cloud service 
from the cloud service provider (CSP), choosing an 
appropriate cloud is taken by any third-party decision-maker 
on behalf of the organization, leading to trust issues. Firstly, 
end users are not aware of the security principals or protocols 
and organization does not thoroughly know the stringent 
security policy adheres by cloud service providers (CSP). By 
using this advantage, attackers break the integrity of cloud 
service. Violation of SLA (Service level agreement), 
Auditing issues are also accounted in trust issues. As the use 
of cloud increases associated by different other technologies 
like artificial intelligence, machine learning, deep learning, 
IoT , security breaches are also increases in the same matter. 
Extensive research has been done to mitigate those problems. 
However, the evolving nature of threats cannot be prevented 
anyhow, which gives the organization second thought of 
outsourcing their data to the cloud. 
 

 
Fig. 3. The number of the article selected in step 4 between 2012-2019  
 
 
 Based on the above security challenges, in this section, we 
will discuss the latest security attacks in these three major 
categories and will state the findings from the articles of 
rigorous literature survey [20]. Each category are described in 
the following subsections.  
 
 3.1 Cloud Storage Level 
The enterprises are transformed towards cloud storage due to 
the reduced cost, data availability, security, and agility over 
two decades. The need to use the cloud with this 
transformation is accelerated exponentially day by day. Cloud 
storage is the first choice for the organization currently [20, 
21]. There are four types of cloud storage, namely public 
cloud storage, private cloud storage, Hybrid cloud storage, 
and personal cloud storage. The use of cloud storage is not 
limited to organizations, but it is widely used by individuals 
also. Cloud Data storage assembled many data storage spaces 
together through the application software, which is based on 
the functions of the cluster applications, grid techniques, 
distributed file systems, and so on. A third-party cloud service 
provider (CSP) provides cloud storage with pay per use with 
rapid scalability. This storage will be accessed via web 
services API [22]. After outsourcing data to the cloud storage, 

data owner loses their control from the sensitive information. 
This information can be used from the dispersed location by 
multiple clients. This information faces significant security 
loopholes. Attackers penetrate the cloud storage by stealing 
the authentication from the data owner and using those data 
for their licit purpose. Data breaches are not limited to 
penetrating the cloud by violating authentication data, it 
includes several access points and leads to significant data 
losses, which is discussed below.  
 
3.1.1 Cloud Storage Architecture 
Primarily cloud storage is used as a storage medium. Cloud 
storage maintains a business layer logic behind the 
application used by the data owner. It consists of a front end 
which exports the API for access to the business layer. This 
front end can be of several types, namely web service front 
end, file-based front end, Internet SCSI front end, and iSCSI 
front end. Behind this API, the middleware or business layer 
resides. This layer is responsible for various features like data 
replication, data reduction over traditional data replacement 
algorithm. The back end implements the physical storage 
space for the data [20, 23]. Figure 4 describes the 
diagrammatic view of cloud storage architecture. 
 

 
Fig. 4. Generic cloud storage architecture [24] 
 
 
3.1.2  Cloud Storage Standards 
Storage Network Industry Association (SNIA) published 
Cloud Data Management Interface (CDMI) to standardize the 
client's protocol, roles, and responsibilities with the 
enterprise. This holds up both the legacy and new 
applications. CDMI is used to create, delete, retrieve and 
update data in cloud storage [22]. This sets the protocol for 
standard remote data auditing by cloud service providers 
(CSP). With this standard's help, clients can quickly identify 
the responsibilities and capabilities of respective cloud 
storage offerings [25]. Cloud storage Providers (CSP), Cloud 
service users, Cloud service developers, cloud service 
auditors, cloud service brokers are the main actor for using 
this service [26]. 
 
3.1.3 Drawbacks of cloud storage 
The significant drawbacks are illustrated in this section. 
Security breaches: Security breaches is the most common 
drawback which hampers the integrity of the sensitive 
information stored in cloud storage. The cloud service 
provider (CSP) have stringent security policies for data 
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protection. However, organizations do not deal with those 
policies, service level agreement (SLA). This endangers the 
risk of being exposed the sensitive information to a group of 
an unauthorized persons, or it might be stolen or viewed [22]. 
Collaborating with significant technology and scientific 
advancement makes the information prone to eavesdropping 
recently[27].  
 
Limitation of Bandwidth:  How much data can be 
transferred from one place to another in a specified time is 
known as bandwidth. The exponential growth of the data 
transfer rate might lower the bandwidth. Data bandwidth, 
network bandwidth , and digital bandwidth are the 
classifications of bandwidth. Loss bandwidth leads to severe 
data packet loss. These drawbacks could give space some 
illicit activity over network bandwidth, digital bandwidth 
[28]. 
 
Network Latency: Temporal propagation delay in 
transmitting the data packet within the network slower causes 
network latency. A slower network or any disruption in the 
network causes serious data issues to the cloud storage. Loss 
of data packet violates the integrity of the stored information. 
However, network can be used as a medium to penetrate into 
cloud storage for any unethical purpose [29].  
 
Efficiency: Although cloud storage seems like a very efficient 
that gives fast data outsourcing, data processing and 
concurrent access. Collaborative with several new 
technologies like artificial intelligence, IoT, machine 
learning, natural language processing (NLP) makes the 
information more robust and efficient. However, sometimes 
complicated procedures, critical scientific calculations, and 
useful artificial intelligence tools for information analysis 
lead to inefficiency in concurrent access over stored 
information [30].  
 
Accessibility issues: Accessibility issues cover 
authentication authorization issues. Without significant 
authentication, prior knowledge of service level agreement 
(SLA) sensitive information can easily be exposed by 
breaking the authentication and service policy for any licit 
purpose. Accessibility issues are also happened by 
unauthorized attackers. Authorization plays a significant role 
when accessing the stored information. Unauthorized persons 
have a bar to access that information outside of the 
organization. Different social engineering attacks, cybercrime 
has been employed to penetrate into the cloud storage by any 
unauthorized hacker [31].  
 
3.1.4 Issues in Cloud Storage Level 
Despite significant benefits, data sources face security 
challenges over the cloud storage. As the data is hosted in 
cloud , the data owner does not possess any access control to 
prevent the issues [23]. Over two decade’s massive expansion 
of data growth escalates the use of cloud storage. 
Organizations or individuals can use cloud storage on pay per 
use basis, subscription basis etc. [32]. Apparently, the storage 
procedure seems safe, but the data that resides in storage are 
dynamic in nature, which endanger the security of sensitive 
information. Regular addition, deletion and concurrent access 
of information o leave the system in an inconsistent state 
where tradition security mechanism misses the loopholes. 
Some Issues are listed in following  
 

Data Security Issues:  Cloud storage security or data security 
is used interchangeably in a different context. When the data 
is transferred to cloud storage faces several attacks or security 
breaches. As the client has no control over the hosted data, 
data violation causes a massive problem in this context [33]. 
Several prevention schemes have been proposed so far to deal 
with data exposure with cryptography, steganography, etc., to 
conform to data confidentiality, integrity, and availability [5].  
 
Loss of data control: As cloud storage provides low-cost, 
scalable, readily available storage space, the number of using 
cloud storage increases day by day. Apparently, cloud storage 
infrastructure looks exciting and straightforward to the client 
as they do not need to bother about the cloud provider's 
security principle or even the terms and conditions. When the 
data is stored on the third party's cloud space, the client loses 
control over their potential data. As cloud service needs to 
conform to the CIA (Confidentiality, Integrity, and 
Availability) triad of security principle, here loss of control 
violates this principle. If the data breaches occur at the service 
provider’s site users, have no control over it. Sometimes it 
might have data provider outsource their data on scientific 
purpose or for purposeful service. With the loosing of control, 
the client’s data might be prone to several data breaches [34]. 
 
Data duplication Problem: To gain more profit and to get 
more efficiency in storage, when an enterprise uses cloud 
storage for their employee it might happen similar copy of 
information has been sent by the employees, which incurred 
extra cost for the enterprise. According to the survey 
conducted by EMC, 75% of digital data gets duplicated [35]. 
So deduplication in cloud storage is happening very often 
[36]. Deduplication allows the storage to store a single copy 
of every piece of information. When a data owner uploads any 
information into the cloud storage, it first checks whether the 
hash value or the index of that particular file has already been 
stored or not. If the hash value has already been stored in the 
storage that means the connection with the file owner has 
already been established. Cloud storage deduplication saves 
the storage space, but it faces maximum security problems. 
As the storage is business-critical, it might happen 
unauthorized access for deduplication causes a severe 
problem[37]. 
  
Data Integrity Auditing Problem: Significant security 
challenges violate data integrity and hamper confidentiality. 
This causes a severe security problem. When the data is 
manipulated, deleted by the untrusted attacker in the cloud 
storage, it leads to data security issues. Different auditing 
schemes have been proposed to solve this problem and to 
possess the integrity of remote data in cloud storage. 
Significant public and private auditing techniques have been 
proposed so far for auditing [38]. Some existing integrity 
methods can only serve for statically archived data, and some 
auditing techniques can be used for the dynamically updated 
data. Most existing public auditing techniques have an 
assumption that the auditor will be an honest person and 
cannot temper the data. However, what is worse if a dishonest 
data auditor colludes the data and mislead the data owner by 
corrupted the private key or public shared by the data owner 
at the time of auditing [33]. Sometimes the client needs to 
employ their private key for data authentication in auditing 
schemes. So the user possesses a hardware token to store the 
private key. If the hardware token is lost or the password is 
forgotten, then auditing would not be performed, and security 
will be hampered [36]. 
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Data Backup Issues: Data backup is essential for accidental 
and disaster recovery. For the availability of data, backup is a 
must for every cloud storage. Cloud service providers (CSP) 
regularly perform data backup by maintaining specific 
guidelines or protocols to prevent data tampering and any 
malicious activity. However, any person involving data 
backup can cause any severe insider attack problem and 
violets data. The user’s email address or personal 
authentication information is shared for backup, which can be 
misused by any CSP’s end [23]. Cloud service provider runs 
over the business body and runs their business over the 
revenue collected. If the revenue is not covered up, then there 
might be a chance of shutting down the business. If the clients 
have some issues with service providers and are if 
organizations might get reluctant to pay, then data security is 
also at stake[39].   
 
Data Recovery Issues: Due to the nature of resource pooling, 
cloud storage gives the provision for the on-demand service 
of resources. Many users can use a similar resource at 
different points in time. If a memory or storage location is 
shared among several clients, it might happen a malicious 
client recovers the previous data by using the data recovery 
technique. This may cause a severe security issue. Apart from 
this third party, the cloud service provider (CSP) is employed 
to recover data from the client end if the system is corrupted 
or any technical issue. These third-party CSPs are also on the 
top list of where security breaches occur [23].  
 
Inappropriate Media Refinement: Sometimes storage 
media needs to be sanitized for the following reasons which 
are, i) for the disk replacement, ii) the slaughter of service iii) 
no need to maintain the old disk. Sometimes these 
refinements cause significant security challenges over 
sensitive information. It is challenging to pertain data 
integrity and confidentiality at the time of refinement [23]  as 
the cloud storage system maintains a multi-tenant structure. 
Loss of media, network latency is the major drawback for this 
cause. 
Network Performance Issues: Cloud is entirely dependent 
on the network. The performance of accessing the cloud 
varies depending upon the network throughput and latency,. 
Despite the drastic improvement of network throughput, the 
performance is less compared to local network coverage. 
Cloud service providers (CSP) have been trying to increase 
the throughput by local caching. It depends upon the network 

data sharing and data backup that takes place. Several threat 
attacks, intrusion attacks cause a security problem by 
violating confidentiality, integrity, availability of stored data 
[20].  
 
Not understanding the service level agreement (SLA) :  
The Service Level Agreement (SLA) is a contract that is 
signed between the client and the cloud service provider 
(CSP) about the function and non-functional requirements of 
the cloud service. SLA considers obligations, service pricing, 
and penalties in case of agreement infringement. When clients 
outsource their data to cloud storage, they do not have proper 
awareness of the SLA agreement's terms and conditions. In 
most cases, clients have no idea how storage space is hosted 
in multi-cloud storage (MCS) manner [5]. The dishonest 
cloud service provider can take this chance to violate and 
temper the data and breach privacy, integrity, availability of 
the hosted data[40].   
 
Abstract Nature of Cloud: Cloud computing features make 
a lucrative choice for the organization. Cloud features reduce 
the overhead and complexity of organizations and individuals 
drastically. However, this does not seems to be very easy. The 
process does not limit to outsourcing and hosting over cloud 
storage. Each vendor has different storage procedures, access 
methods, standards and protocols, APIs, etc. some cloud 
service providers (CSP) give the provision to the client to 
implement standard network file sharing protocols such as 
Network File System (NFS) or Common Internet File System 
(CIFS) [41]. The lack of interoperability and control over 
cloud storage makes it difficult in data migration [20].  
 
3.1.5. Exploring State-of-the-art of cloud storage  
Several security measures have been taken up by the cloud 
service providers (CSP) depending upon the cloud storage 
type and architecture. Different security preservation models 
proposed as countermeasures of different cloud security 
attacks occur based on the sensitive information. To ensure 
data protection, a significant proposal has been adopted, 
which will be applicable not only for cloud service providers 
(CSP), it is also applicable for organizations and individuals. 
Data protection novel methodology has been proposed to 
secure the authentication problem and cybersecurity problem 
related to cloud storage. Some recent works in the stipulated 
time period have been discussed in this section based on their 
strength and efficiency in table 5.  

 
Table 5. State-of-the-art of cloud storage models 

Article name  Proposed Scheme Strength Efficiency 
Security and privacy in 
cloud computing[42]   

Scheme to secure resident 
data 

i) Protect user structured, 
unstructured data. 
Ii)Discussed the protection 
of virtual machines & cloud 
computing services 

Suggested that the 
decentralized cloud system 
is the best solution for 
storing large scale 
unstructured data (Big Data)  

Cloud security issues and 
challenges: a survey 
[7] 

Presented a survey on the 
security issues and 
challenges in cloud 
computing 

A well-defined, 
comprehensive table of 
recent cloud attacks and 
threats makes the article 
more appropriate.  

Performance is evaluated for 
each security solutions 

Secure overlay cloud 
storage with access control 
and assured deletion  
[43] 

File Assured Deletion 
(FADE) protocol, a secure 
overlay cloud storage 
system to achieve fine-
grained, policy-based access 

i) Symmetric &asymmetric 
key used for encryption. 
This technique is based on 
ABE algorithm re-
encryption. It supports data 

No 
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control and file assured 
deletion. 

sharing with access control 
policy 

Security and privacy for 
storage and computation in 
cloud computing  
[44] 

SecCloud, a privacy 
cheating discouragement to 
provides storage security on 
computational data, auditing 
using encryption  

This scheme verifies the 
data location. Merkle hash 
tree is employed to ensure 
computational security. 
  

No 

Integrity Audit of Shared 
Cloud Data with Identity 
Tracking  
[45] 

A secure and practical 
scheme for a dynamic group 
of client 

To track the data identity 
tracking, addition deletion 
of clients, this scheme added 
a new role called Rights 
Distribution Centre (RDC). 

Defines a new audit model 
for shared data in cloud. 
Probable security theory 
helps to prove security in 
the proposed scheme 

Secure Multi-Owner Data 
Storage With Enhanced 
TPA Auditing Scheme In 
Cloud Computing  
[46] 

A privacy-preserving public 
auditing based on 
homomorphic linear 
authenticator and random 
masking. 

Guarantee that the TPA 
would be ignorant about the 
data's content at the time of 
public auditing. 

Comprehensive analysis and 
performance evaluations 
make the model more 
efficient 

Intrusion Detection and 
Security Calculation in 
Industrial Cloud Storage 
based on an Improved 
Dynamic Immune 
Algorithm  
[47] 

Improved dynamic immune 
algorithm to secure data in 
storage. Shift mutation for 
iNSA and random grouping 
for iDCS used for detector 
generation and dynamic 
update. 

Protect cloud storage data 
from changeable network 
circumstances and detect 
intrusion attacks. 

Experimental results show 
IDIA can detect the non-
self-samples accurately and 
recognize self-samples with 
higher precisions. The 
experimental analysis makes 
the article more appropriate. 

Public Integrity Auditing for 
Cloud Storage based on 
Consortium Blockchain  
[33]  

A blockchain-based public 
integrity verification for 
cloud data storage 

Proofs of Retrievability 
(POR) and Provable Data 
Possession (PDP allow a 
data owner or a third party 
auditor to verify the 
integrity of outsourced data 
without actually having 
them as private and public 
auditing.                                                           

i) It proves efficiency 
through performance 
analysis.          
ii) To reduce computational 
time burden, a blockchain-
based scheme consortium 
public integrity verification 
(CBPIV) is proposed. 

Data Integrity Auditing 
without Private Key Storage 
for Secure Cloud Storage  
[48] 

data integrity auditing 
scheme is proposed by using 
biometric data as users 
fuzzy data without using 
private key storage 

new signature scheme  is 
proposed to support 
blockless verifiability and 
which compatible with the 
linear sketch 

Efficiency and robustness 
proved by performance 
analysis. To check 
computational and 
communication overhead, 
they compared their 
proposed scheme with 
Shacham and Waters’s 
scheme  

Secure and economical 
multi-cloud storage policy 
with NSGA-II-C  
[49] 

A solution based on multi-
cloud storage. Non-
dominated Sorting Genetic 
Algorithm II with a unique 
process of Combinations 
(NSGA-II-C)  

This is the first work to 
propose an index to measure 
the security degree of MCS 
policy. It transforms the 
security degree in MCS into 
MOP 

Comparison with several 
MCS schemes and 
performance analyses 
proves the efficiency of the 
technique. The 
performances of NSGA-II-
C, MOEA/D , and SPEA2 
are compared to solve the 
formed MOP. 

A Dynamic Programming 
Approach to Secure User 
Image Data in Cloud Based 
ERP Systems  
[50] 

A map-based  data hiding 
scheme(LCS based)  is 
proposed using 
steganography 

It store the mapping of 
cover-secret image. Thus it 
is difficult for the attacker to 
retrieve the original text. 
This scheme is used mainly 
to prevent insider attack in 
cloud storage 

i) Cantor pairing is used to 
decrypting at recipient's end.                          
ii) Performance analysis 
also produced empirical 
analysis. Iii)reduce storage 
space, cost increase 
efficiency 

Time-Based Proxy Re-
encryption Scheme for 
Secure Data Sharing in a 
Cloud Environment  
[51] 

time-based proxy re-
encryption (TimePRE) 
approach  

Allows the user’s access 
right to expire automatically 
after a predetermined 
period.  

No 

New approach for ensuring 
cloud computing security: 
using data hiding methods  

A new approach to ensure 
security by using encryption 
and watermarking tool. 

i)Experimental results prove 
the approach is secure 
enough.  

i) Stegdetect is used to 
check the robustness                           
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[52] ii) Whatever the data 
capacity and the content, 
data hiding methods 
used as a factor to enhance 
the security 

ii)Performance analysis 
proves the efficiency 

Research on data security 
technology based on cloud 
storage  
[53] 

Data secure storage scheme 
based on Tornado codes 
(DSBT) to support efficient 
data loss recovery ability, 
effectively resist the 
Byzantine fault 

computational efficiency of 
POR algorithm is optimized 

System performance-tested 
here. It introduces the 
implementation of  DSBT  
system based on trusted log 
and POR system  

A New Security Framework 
for Cloud Data   
[54] 

The security framework is 
proposed based on a genetic 
algorithm(crossover and 
mutation) 

i)The concept of the key is 
not present in the 
framework, which increases 
security 
ii) It uses a capability list to 
ensure fine-grain control 
access 

It reduces the computation 
time by using GA and 
increase the performance 

A secured storage and 
privacy-preserving model 
using CRT for providing 
security on cloud and IoT-
based applications  
[55] 

A Chinese Remainder 
Theorem (CRT)-based 
privacy-preserving data 
storage mechanism to store 
the user data in the cloud 
database 

New formulas have been 
taken for encryption and 
decryption. Ceaser cipher 
encryption scheme is used 
for key generation  

Experimental results show 
the performance is better 
than other models. 

An Autonomous Security 
Storage Solution for Data-
Intensive Cooperative Cloud 
Computing  
[39] 

The autonomous storage 
security model is proposed 
to increase trust 

Superposition of complex 
security policies and 
overcoming the mistrust 
between the users and the 
platform 

Security storage service can 
be easily integrated into the 
cooperative cloud 
computing environment. A 
prototype model is prepared 
to check efficiency. 

One Quantifiable Security 
Evaluation Model for Cloud 
Computing Platform  
[56] 

Quantifiable security 
evaluation model to be 
applicable for any type of 
cloud system and accessed 
by consistent API.  

This method consists of 
evaluation criteria 
comprises of several fields 
in storage, network, 
maintenance and many more 
in cloud. 
 

Implementation is done on 
G-Cloud platform to provide 
dynamic security scanning 
score for one or multiple 
clouds with visual graphs 
and guided users to modify 
the configuration, improve 
operation, and repair 
vulnerabilities 

Efficient decentralized 
multi-authority attribute 
based encryption for mobile 
cloud data storage [57] 

Decentralized efficient 
multi-authority attribute-
based scheme for mobile 
data storage  

Key escrow problem is 
removed by evaluating trust 
on data owner. It minimizes 
computational overhead, 
encryption; decryption 
speed is an increase, 

Performance evaluation is 
done based on online or 
offline cloud data sharing 
protocol on both cloud data 
owner and cloud data user. 
Proof–of–concept also 
implement to show the 
system is efficient. 

A highly efficient algorithm 
towards optimal data storage 
and regeneration cost in 
multiple clouds  
 [38]  

Provenance Candidates 
Elimination (PCE) 
algorithm to investigate 
trade-off problem of 
resource utilization 

Running time is reduced 
compared to the GT-CSB 
algorithm. It is scalable if 
the dataset is extensive. 

Efficient in finding 
minimum strategy of cost in 
data storage, transfer, 
regeneration. 

 

3.1.6 Comparative analysis of the state-of-the-art of 
cloud data storage 
A detailed, comprehensive analysis is presented in this 
section. This analysis is based on different parameters that can 
cover all significant aspects of the techniques under 
consideration. All the methodologies have been evaluated 
against confidentiality, integrity and availability (CIA) 
principles. Besides it analyze the privacy and recoverability 
factors from the methods. The articles selected in the final 

stage for cloud storage security have been scrutinized for this 
cause and the following table is represented accordingly in 
table 5. The first column corresponds to the article reference 
and the second is indicating the year of publication. Column 
3-7 represents security parameter.Yes is marked if a proposed 
model conforms to a parameter, and a No is marked if the 
model does not enforce the particular parameter. If a article 
does not discuss any security principle and does not ensure, 
NA (Not applicable) is put in the table 6.  
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Table 6. Comprehensive analysis of the security principles of cloud storage  
Author Name Year  of 

publication 
Confidentiality Integrity Availability Privacy Recovery 

Z. Tari [42] 2014 Yes Yes Yes No NA 
Singh et. Al [7] 2016 Yes Yes Yes No NA 
Y. Tang et al. [43] 2012 Yes Yes NA Yes NA 
Wei et al. [44] 2014 Yes Yes Yes No NA 
Yan et al. [45] 2019 No No No Yes NA 
Nandini. J et al.  
[46] 

2014 No Yes No No NA 

Wang et al. [47] 2018 NA NA NA NA NA 
Lin [33] 2019 No Yes No No NA 
Shen et al. [48] 2018 NA Yes NA NA NA 
Yang et al  
[49] 

2019 NA  NA NA NA NA 

Mandal et al  
[50] 

2019 Yes NA NA Yes Yes 

Liu et al.  
[51] 

2014 NA NA NA NA NA 

M Yesilyurt et al. 
[52]  

2016 Yes Yes Yes NA NA 

R Wang et al. [53] 2017 Yes NA Yes NA Yes 
Shalu Mall et al. [54] 2018 Yes NA Yes NA NA 
Prabhu et al. [55] 2019 No No No Yes No 
Jiang et al. [39] 2013 NA NA NA NA NA 
Sun et al. [56] 2018 No No Yes No Yes 
Sandor et al. [57]  2019 Yes No No Yes No 
Zhang et al. [58] 2019 NA NA NA NA NA 

NA* = Not Applicable 
 
 
3.2 What is Cloud Service-based Application? 
Cloud services are intended to provide scalable, easy access 
to the application, services, and resources managed by the 
cloud service providers (CSP) [39] over the internet. Cloud 
services can scale to fulfill consumers' requirements 
dynamically according to the need and provide the service's 
hardware and software. The term service is also used to 
describe professional services that support the selection, 
management, and deployment of various cloud resources. 
Cloud services currently include online access to the 
application software, storing data in storage, data backup, 
email services, document collaboration[59].  
 
3.2.1 Classification of Cloud Services 
The Cloud holds the concept of software as a service (SaaS), 
platform as a service (PaaS), and infrastructure as a service 
(IaaS). In the concept of cloud, everything is available 
through services like storage-as-a-service, trust-as-a-service, 
security-as-service, and XaaS (Anything as a service). 
However, apart from the traditional concept of “service”, 
there exists a concept of professional services and web 
services [60].  
 
3.2.1.1 Cloud Service vs. Professional Service 
Professional services allow consumers to deploy different 
types of cloud services. Consulting firms, systems integrators, 
and other channel partners may offer such services to help 
their clients for the adoption of cloud-based technology [61].
 Somewhere cloud services are synonymous with web 
service or application-based service. Though they are 
interlinked, these are not identical. In the cloud, a web service 
provides a platform for applications to communicate through 
WWW. Consumers use the applications through the web and 
use the product. Applications as a service refer to the delivery 
of software applications as a service over the Internet. 

Application service is termed to provide software to 
enterprise consumers more efficiently because it can be 
distributed and maintained for all users at a single point in the 
public cloud (Internet) [62]. In this section, the application-
based services or web services will be discussed.
 Nowadays, application-based service uses are maximum 
in the cloud domain. As the new technologies and vast 
amounts of data are incorporated daily, the loopholes and 
security threats have become more prominent. This service 
level faces authentication authorization problems, data 
security problems, access control, trust-based problems, etc 
[63]. 
 
3.2.2 Application-level Security Issues 
Over the internet, cloud-based applications are consumed 
extensively across organizations [60]. SSL/TLS protocols 
protect the web browser of applications for authentications 
and security reasons[64]. The attacker could have hampered 
authentications by penetrating several threats and getting 
access to the other user's XML token to affect the browser 
[63]. Some significant attacks are discussed, which affect the 
application level most. The security challenges do not limit to 
the above issues. As cloud services are composed of multiple 
technologies, attackers can penetrate the service in several 
ways. Here in this section we will discuss application level 
security issues only. In other words we can say application-
level cloud services or web-based cloud services are more 
prone to security breaches and leads the data in a vulnerable 
state. Apart from the hardware-based cloud services, these 
services are more accessible to the user, thus this is the 
primary target for the attacker for breaching. Plenty of 
research has been proposed to ensure and protect information 
, but collaborating with significant technologies makes the 
breaches easy and critical to detect. Some of the well-known 
attacks are discussed in this section here.  
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SQL injections attack: To exploit the regular system 
database and to gain access to the potential user’s information 
saved in the database such as username, password, bank 
details, the attacker injects malicious SQL command and 
penetrate sensitive information and hampers integrity of data 
[65]. The injection can happen over a weak network or 
session hijacking. This attack works silently. When an 
organization runs that specific operation , the SQL code will 
disrupt the system and breaks the data integrity. 
 
Cookie Poisoning: Generally web browsers stored the search 
history and cookie at the consumer’s end. Any search history 
can be found in the future by utilizing the cookie. Hijacking 
any particular data owner by impersonifying, it can be easy to 
hijack cookies. Forging a cookie by the attacker is known as 
cookie poisoning. As consumers' potential credentials are 
stored on a cookie, manipulating a cookie can be an 
unauthorized attacker's access point. The search history can 
be useful data for any illicit activity for the hacker[66].  
 
Backdoor and debug options: Applications may have a 
backdoor at the time of development or debug. After making 
the application deployable to the cloud, sometimes, 
backdoors are opened to ease out the programmer[67]. 
Attackers take advantage of the backdoor by making it an 
entry point and damage sensitive information. Security 
breaches can also be happened if any insider is malicious. The 
use of backdoor and disrupt the system will be an easy task 
for them[68]. 
 
Hidden field manipulation: Some hidden fields are 
embedded in some applications or websites containing some 
confidential information, mainly used by the developer for 
internal communication between browser and server. Due to 
inadequate coding nature, sometimes those fields are 
susceptible to hackers and intruders [69].  
Google Hacking:  Nowadays, Google is used as the best 
common phenomena search engine. To find some potential 
information about some users, Google is the best way for 
hackers to probe a system. Hackers try to break the security 
by finding loopholes in the system. After collecting potential 
information, hackers intrude on the system and disrupt the 
system [70]. 
 
Man in the middle attack: A significant attack on SSL where 
malicious hacker acts as an Intermediary person between a 
conversation and client-server communication. They 
impersonate the conversations to gain access and steal the 
potential information to back the malicious information to 
each other [71, 72].  
 
CAPTCHA Breaking: CAPTCHA (Completely Automated 
Public Turing test to tell Computers and Humans Apart), also 
called Human Interactive Proofs (HIP) , was developed as a 
security mechanism for the protection of computer resources, 
used by several web sites like Microsoft, Google, Yahoo [73]. 
CAPTCHA is used to prevent the re-registration of website 
spammer as it is difficult to break the CAPTCHA easily. 
However, Artificial Intelligence, Pattern Recognition, image 
processing, computer vision, and many others technology are 
used to break the CAPTCHA and violate computer resources' 
integrity [73]. 
 
Intrusion Attack: Unauthorized access of computer 
resources and potential information that violates the integrity 

is known as an Intrusion attack where the attacker can attack 
in the application layer, transport layer, and network layer 
[74]. Several Intrusion Detection systems are designed to 
monitor data traffic, recognizing any harmful actions [9].  
 
Social Engineering Attack: Malicious activities perform 
through human interactions where psychological 
manipulation is used to trick the user into making any security 
mistakes or giving away sensitive information to the attacker. 
This attack is the most common technique of hacking 
nowadays. Significant technologies have been used to trick 
the user [75].   
 
Steganography attacks: The attacker embeds some 
malicious code into a file transmitted over the network, which 
may be ignored by the system's security mechanism and acts 
as a standard file to the user [9]. When these embedded or 
extracted bits perform in steganography or the receiver 
decodes the bit string using their key , the attacker gets the 
key by this process.  
 
Web services & protocol based attack: Various protocols 
such as SOAP are used by web services whose message 
header can be altered and inject invalid request by hackers to 
hamper the message's consistency [9]. 
 
3.2.3. Authentication and access control level security 
issues 
Authentication is a process by which validating and 
guaranteeing is done of users, which is the principal means of 
protecting resources over cloud applications [76]. Breaches of 
Access control and user authentication make the security 
principles at stake [77]. Some of the significant authentication 
breaches are:  
 
Password Guessing Attack: It includes several attacks by 
obtaining the potential user's password. Breaking password is 
very easy for the attackers. Double password protection has 
been employed for authentication [78] [79].   
 
Replay Attack: Here, the attacker identifies the 
authentication packet of data and injects malicious code and 
reproduces a new packet in an unauthorized way [80]. 
  
Masquerade Attack: This attacker pretends to be the user 
and gain the privilege [81]. 
 
Insider Attack:  It also refers to injecting some malicious 
code like Trojan horses and penetrating sensitive information 
and affecting security. Insider attack signifies when an insider 
person in the organization disrupts the cloud system. As the 
insiders have particular authentication and access control to 
the cloud application. It can be effortless to affect the cloud 
and use this information for unauthorized activity. Security 
attack happens by the insider is challenging to detect always 
[82].  
 
Phishing Attack: This is one of the significant types of social 
engineering attacks, which attempts to steal us[83]ername, 
password, etc. in various ways by providing fake emails and 
fake websites to the consumers. Currently significant 
software and techniques have been employed over the web 
browser to monitor any targeted consumer's activity. 
Monitoring will give the history of the consumers' interest. By 
provoking them with their choice of interest, they become the 
prey of phishing attacks. Phishing has been taken over the 
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cybersecurity world and research has been employed for 
mitigation [84].  
 
Shoulder Surfing Attack: This is another type of social 
engineering attack where an attacker steals personal 
identification and authentications such as user id and 
password by looking over their shoulder or hijacking the 
access [85].  
3.2.4 Exploring State-of-the-art of cloud Service Based 
Application  
In this section existing frameworks (qualitative and 
quantitative) have been discussed, which are already in use to 

prevent security threats. A comprehensive table of the 
strength and robustness of those frameworks is proposed here 
in table 7. Each article is evaluated based on the strength and 
robustness of the security principle.  
 
Robustness: The extent to which the proposed method shows 
resilience to the change in the adversary threat model 
 
Strength: Advantages and features of the proposed approach. 
 
Weakness: Drawbacks of the approach 

 
Table 7. State-of-the-art of cloud service models 

Article Name Proposed Framework Strength Robustness 
Security problems in cloud computing 
environments: A deep analysis and a 
secure framework  
[86] 

Multi-dimensional Mean failure 
cost model (M2FC) 

i)Security problems are 
analyzed according to 
security requirements 
ii) Keeps privacy 

Risk is calculated 
in accordance with 
financial loss per 
unit operation time 

Toward Authorization as a Service ,A 
study of the XACML standard  
[87] 

service by adopting 
XACML(Extensible Access 
Control Markup Language) 
standards 

i)Have self-contained 
policies 
ii) Minimize cost 
iii) Can be extended 
by a reusable 
component 
iii) Adaptability with 
the heterogeneous 
system. 

Feasibility tested in 
OSGi platform 

A Security Framework In Cloud 
Computing Infrastructure [88] 

Approaches will work as 
Security-As-A-Service 

Ensures security 
principles that ensure 
the least bandwidth, 
computational cost, 
fewer resources etc. 

The best 
mechanism  is 
chosen According 
to experimental 
analysis for cross 
security issues 

Multilevel classification of security 
concerns in cloud computing  
[89] 

Dynamic Security Contract 
(DSC) 

i) Cost-benefit analysis 
is performed. 
ii) MAX(SLA) & MIN 
(penalties) for CSP can 
be achieved once the 
max and min costs for 
countermeasure are 
known 

Risk is calculated 
according to the 
intensity 

New approach for ensuring cloud 
computing security: using data hiding 
methods  
[52]  

Based on Encryption  and 
watermarking 

i) Enhance security and 
easy to extend  
ii) Fewer resources 
consumption  
iii) Protect data from 
copyright 

The experimental 
survey was 
conducted to assess 
the approach  

Towards quantification and evaluation 
of security of Cloud Service Providers 
[69] 

Used  GQM paradigm to 
quantify performance & 
propose an evaluation 
methodology  

i)transparent  
ii)Can be deployed on 
any third-party site  

The case study is 
producing over 
IaaS cloud 
providers 

Security as a Service for Public Cloud 
Tenants(SaaS) [59] 

Used IDS based framework 
(uses  signature and anomaly 
detection techniques) 

i)Tenant can protect 
their virtual private 
network  
ii) Works as security 
as a service (pay as 
you go ) 

Calculated 
percentage of CPU 
consumption of the 
LIDS compared to 
the FLIDS  
  

Towards performance evaluation of 
cloud service providers for cloud data 
security  
[90] 

Proposed data security models 
based on Business Process 
Modelling Notations (BPMN) to 
analyze performance issues 

BPMN helps to 
understand the 
potential breaches & 
helps to recover from it  
ii)Allows 
organizations to review 
the system   

Authentication & 
Identification 
proves the 
efficiency 
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Research on data security technology 
based on cloud storage  
[53] 

A data secure storage scheme 
based on Tornado codes (DSBT) 

Enhance the quality 
and computational 
efficiency  

i)Strong data loss 
recovery 
ii) Using the DSBT 
scheme, 
computation 
efficiency is 
optimized 

Homomorphic Encryption for Security 
of Cloud Data  
[91] 

Homomorphic encryption is 
used to store data 

Simple and efficient No 

Security-by-design in multi-cloud 
applications: An optimization approach  
[92] 

Adopted graph-based Multi-
cloud Application Composition 
Model (MACM ) 

)Improve security and 
reduce development 
costs 
ii)Develop secure and 
cost-effective 
applications 
iii)Improve the optimal 
deployment problem 

Performance is 
evaluated in terms 
of memory and 
CPU usage, cost 

Security assurance assessment 
methodology for hybrid clouds [93] 

Security assessment 
methodology 

i)Scalable 
ii)Provide a better 
assessment result to the 
CSP’s and the users 

Performance is 
evaluated in terms 
of several security 
parameters 

Block Design-based Key Agreement for 
Group Data Sharing in Cloud 
Computing  
[94] 

A block design-based key 
agreement protocol 

i) Supports multiple 
participants to share 
the outsourced data 
with high security and 
efficiency freely 
iii) Provide safety and 
reliability. 

i)Secured against 
active and passive 
attack 
ii) Performance 
evaluation is given 

Lightweight IoT-based authentication 
scheme in cloud computing 
circumstance [95] 

lightweight crypto-modules like 
one-way hash function and 
exclusive-or operation are 
adopted  

i)Secured against 
several attacks 

i)Robustness is 
guaranteed 
ii)Performance and 
computational cost 
is evaluated by 
comparison 

Generating stable biometric keys for 
flexible cloud computing authentication 
using finger vein [77] 

Bio-key generation algorithm 
named FVHS, 

i)Stable 
ii)Reduce the number 
of the weak network 
key 

Experimental 
analysis proves the 
robustness 

A pervasive electroencephalography-
based person authentication system for 
cloud environment 
[96] 

Pervasive biometric 
authentication 
systems using 
Electroencephalography (EEG) 
signals 

An innovative way 
evaluates user 
identification, 
authentication, 
verification. 
ii)detailed 
experimental results 
are produced 

Performance is 
better than two 
existing 
approaches in 
terms of accuracy 

Offering security diagnosis as a service 
for cloud SaaS applications [63] 

Security Diagnosis as a Service 
(SDaaS) to analyze the security 
status Of SaaS applications and 
detect the threats  

This method is 
compared with 
anomaly detector, 
penetration tester, code 
analyzers, generate a 
comprehensive report 
of security risks 

evaluate the 
detection accuracy, 
performance, and 
scalability by 
experimental 
analysis 

Design of cloud security in the EHR for 
Indian healthcare services [97] 

The framework proposed to 
store health records by using a 
text-based encryption scheme.  

Double data security 
provided by isolation 
between encryption 
schemes of transmitted 
data & stored data 

The experimental 
analysis produced 
scalability of this 
method, which can 
be adaptable in a 
large population  

Multi-layer cloud architectural model 
and ontology-based security service 
framework for IoT-based smart homes 
[98] 

novel multi-layer cloud 
architectural model for the 
interaction of the heterogeneous  
IoT based devices  

i) Ontology is used to 
solving the 
heterogeneity 
problems introduced in 
smart home services. 
ii) Backbone of a future 

Well-known 
security attacked is 
prevented 
effectively here. 
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smart home, which 
makes the standard of 
living high. 
 

Effects of security and privacy concerns 
on educational use of cloud services [99] 

A research model is proposed to 
posit that student attitudes 
predicted by security and 
privacy perceptions and 
behavioral intentions  

 i) Survey 
questionnaires are 
formed to assess the 
model based on 
collected data. 
ii) Results show the 
intense significance of 
privacy and security 
principles. 
 

No 

 

3.2.5 Comparative analysis of the state-of-the-art of 
Cloud Service Based Application Level 
Considering the contemporary techniques in the cloud 
service-based model from the literature in the above section, 
a comprehensive analysis of cloud security principles is 
introduced in this section in table 7. Confidentiality, Integrity, 
Availability, and Privacy are taken as parameters for 
evaluating security. Yes is marked if a proposed model 
conforms to a parameter, and a No is marked if the model does 

not enforce the particular parameter. If a article does not 
discuss any security principle and does not ensure, NA (Not 
applicable) is put in this table 8. The first column is 
represented as the article name. The second to the fifth 
column is represented as confidentiality, integrity, 
availability, privacy and authentication accordingly. This 
table will give the idea of which domain is mostly highlighted 
in existing research for ensuring security.  

 
 
Table 8. Comprehensive analysis of the security principles of cloud service 

Article Name Confidentiality Integrity Availability Privacy Authentication 
M Jouini et al.  
[86] 

yes yes yes NA No 

R Laborde et al.  
[87] 

yes yes NA NA NA 

A Ukil et al. [88] yes yes NA NA yes 
S.A Hussain et al.  
[89] 

NA NA No yes yes 

M Yesilyurt et al.  
[52] 

yes yes yes NA NA 

T. Halabi et al.  
[69] 

NA yes No NA NA 

M. Hawedi et al.  
[59] 

NA No NA NO No 

M Ramachandran et al.  
[90] 

yes yes yes yes NA 

R Wang et al.  
[53] 

yes yes yes NA NA 

M M Poteya et al.  
[91] 

yes NA yes NA No 

V Casola et al. 
[92] 

NA yes yes NA yes 

A Hudic et al.  
[93] 

yes yes yes NA No 

J Shen at al. [94] NA NA No NA NA 
L Zhou et al [95] NA No NA No yes  
Z Wu et al. [77] Yes NA yes NA yes 
P Kumar et al. [96] NA yes No NA yes 
Elsayed et al. [63] yes NA yes no  
Deshmukh et al. [97] yes yes NA NA yes 
Tao et al. [98] yes NA NA NA No 
Arpaci et al. [99] NA yes NA NA yes 

 
 
3.1 Cloud Trust level 
The significance of trust and impact upon the cloud is 
described in this section [100]. Some recent research works 
have taken as a literature survey to look into the trends, and a 

comprehensive table is prepared whether those maintain the 
CIA principles or not. 
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3.3.1 What is trust in the cloud? 
Trust consists of three things: belief, Expectation, and 
willingness to take risks [101]. Organizations uses cloud 
services from cloud service providers (CSP ) in pay per use 
basis. Organizations select the appropriate cloud service 
based on the need and the uses with reduced cost. This 
decision has been taken by any third party. The organization 
put its trust in the third party for choosing the cloud service. 
Choosing the cloud service solely depends on the reputation, 
security policies, recoverability and many more cloud service 
features. Trust plays a significant role in this aspect [102]. By 
trusting the cloud service provider (CSP) organizations 
outsource their sensitive information to cloud applications. So 
ensuring trust is essential security feature. Breaches of trust 
lead to severe security challenges. This section will discuss 
the definition of trust, several security challenges found from 
the selected article chosen for the literature survey. A detailed 
analysis chart has been produced to demonstrate whether the 
proposed methods from the literature ensures security 
principal or not. 
 Trust is a measurement of the reputation of the cloud 
service provider (CSP) who provides resources for users. 
Trust plays an essential role in growing the cloud business and 
make more profit. As trust has no particular definition, some 
correlative definitions can be derived [103]. 
 
Definition1: Trust is considered as the recognition of an 
entity’s identity, behavior, and confidence. As an entity’s 
behavior depends on the experience gathered by them, the 
judgment of trust is subjective in nature [100].  
 
Definition2: Trust value is used to calculate the level or 
degree of the entity’s trust.  
 
Definition3: Direct trust is when the entity is calculated the 
trust value by direct interaction. 
 
Definition4: Recommended trust or indirect trust calculated 
from the third party who establishes a direct connection with 
the desired entity and evaluated trust.  
 
3.3.2 Features of Trust   
Trust can be classified by several features [103]. As trust has 
no direct definition to follow, these features strengthen the 
concept of trust. Some of the significant features are 
described below [104].  
 
Asymmetry: If A and B have set up a trust relationship, the 
evaluated task calculated by A will be different from the 
calculated trust of B.  
 
Subjective, uncertainty, and fuzzy:  The nature of trust is 
very uncertain in nature and fuzzy.  
 
Inconstancy and context-sensitive: The value of trust is 
changeable with time and context. 
 
Condition-based transitivity: A’s evaluated trust for B will 
be unequal to C's recommended trust. 

 
3.3.3 Classification of Cloud Trust Model 
The process of evaluation of system trust is called modeling 
of trust. Trust can be established in two ways. The first one 
will be an expected trust calculated from Trustor’s end. The 
second one is based on the experience collected by the Trustor  
experience. The first type of trust model displays an unequal 
relationship from both ends. A trustor establishes trust 
according to the belief, performance, or behavior. A trustee 
will use the product provided by them with the level of belief, 
which will not match the trustor’s trust [105]. The following 
diagram of figure 5 displays the classification of trust. We will 
present each section below.  
 
Cloud Trust Model based on Performance: Cloud trust is 
established by collecting the record of a particular cloud 
service provider (CSP) [106]. Trust is established by 
calculating the performance metrics, service ranking of the 
cloud service provider. Trust is also calculated by checking 
the recoverability from security breaches, service efficiency , 
and many more significant criteria [107]. The relationship 
between trustor and trustee plays a significant role when 
evaluating trust [108].  
 The performance metrics can be considered by the 
following questions: 
 
a) Is the service robust enough?  
b) What is the fault tolerance rate? 
 c) How many users are connected?  
d) Network tolerance level?   
 
Cloud Trust Model based on Belief: Based on the trustor's 
belief, cloud trust can be established in this section. When a 
trustor establishes trust by belief, it is not guaranteed that the 
trustee can comply with that belief or not [106]. So when 
choosing a cloud model understanding between trustor and 
trustee is both important. Service efficiency is always 
essential as well as user-friendliness and ease of use [109].  
 
Cloud Trust Model based on Behaviour: By taking the 
cloud service provider's (CSP) behavior, trust can also be 
established. By collecting a significant historical behavioral 
dataset a trust model is prepared through which trust can be 
achieved. This historical data includes significant parameters 
such as efficiency, ease of use, recoverability from any fault 
and many more [110].  
 Recommended Trust Model Recommendation has been 
made by choosing definite QoS parameters in the cloud. A 
significant standard has been followed to ensure QoS 
parameters for establishing recommendation. This model is 
one of the popular models where a recommendation has been 
chosen by any third-party organization on behalf of the 
original organization.[106]. This recommendation has been 
chosen by evaluating the need of the organization. The best 
chosen is selected depending upon the ranking of the cloud 
service. A significant mathematical model has been proposed 
for ensuring trust [111].  
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Fig. 5. Classification of  Cloud Trust Model 
 
 
Reputation-based trust Model: In this model, the third-
party auditor chooses the cloud service model by collecting 
feedback and customers' opinion to measure the trust. 
Reputation is established by evaluating the significant QoS 
criteria to measure cloud trust. According to the ranking based 
on reputation, trust is established over a significant cloud 
service provider (CSP) [112]. In recent days this model gets 
the highest popularity among cloud service providers and 
consumers to make a cloud trust rank apart from the 
recommendation trust model. This model can quickly provide 
the appropriate ranking by calculating QoS parameters and 
historical feedbacks [110]. 
  
Service level agreement (SLA) Based Trust Model: In this 
type of trust model, trust is decided based on the service 
agreement and contracts between cloud service providers and 
cloud consumers. Service level agreements (SLA) and service 
policy reports are the most frequently used QoS criteria [113]. 
By evaluating the appropriate criteria suitable to measure 
service level agreement, the cloud service provider (CSP) has 
been chosen. Standard trust model has been followed like 
recommendation model, reputation model to choose the CSP 
based on service level agreement (SLA) [114]. 
 
3.3.4 Parameters for Trust Evaluation 
As the concept of trust is asymmetric, fuzzy, and subjective 
in nature, there are no such predefined parameters exist to 
evaluate trust. Different authors proposed significant 
parameters to calculate the trust factor. Some of the trust 
factors are discussed below. After evaluating the existing trust 
model for ensuring security from the literature it is found that, 
Grandison et al. [115] identified that trust could be composed 
of numerous significant parameters. These are also called 
QoS parameters. To evaluate trust significant criteria among 
several QoS parameter has been chosen. Some of the criteria 
are reliability, honesty, security, availability, integrity, 
completeness, timeliness, turnaround efficiency, return on 
investment (ROI) , dependability etc. a few are discussed 
below [116].   
 
Availability: In software engineering, availability is 
calculated by measuring the mean time between failures and 
the meantime to repair time. The unavailability issue might be 
happening for the following reasons [116]: a) Resource might 
be shut down. b) Any part of the resources might be denied to 
the user. C) Resource pool can be busy to serve a request. Let 
, assume that R1, R2 … Rm are the cloud resources. For each k 
= 1, 2 … m, let Nk denote the number of jobs submitted to 
cloud resource Rk over a period T. Out of Nk jobs submitted 
to Rk, let Ak denote the number of jobs accepted by the 

resource Rk over the period T. The following equation is 
calculi the availability for ensuring trust.  
 

𝑎𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦 = 	
𝐴+
𝑁-

 

 
Data Integrity: Data integrity is considered one of the 
significant parameters for calculating trust. Consider a total 
number of the job is Ck   and the total number of resources is 
Rk. Then, out of Ck jobs completed successfully by resource 
Rk, let Dk indicate that the number of jobs data integrity 
preserved by resource Rk over the period T. The following 
equation signifies the data integrity calculation [117]. Loss of 
sensitive information from the cloud breaches data integrity. 
Obsoleted infrastructure might cause data integrity breaches 
which violate trust from the cloud service providers (CSP)  

 

𝐷𝑎𝑡𝑎	𝐼𝑛𝑡𝑒𝑔𝑟𝑖𝑡𝑦 = 	
𝐷+
𝐶-

 

 
Turnaround Efficiency: The interval of time between 
submissions of a job to completion of a job is known as the 
turnaround time. Turnaround time cannot be predefined. It 
depends on the cloud service providers (CSP)  [116]. If the 
turnaround time taken by the CSP is longer than the 
predefined turnaround efficiency it is calculated as 1. The 
calculation of finding turnaround efficiency (TE)  is 
calculated below. Turnaround efficiency of a resource Rk 
(TE) is calculated as the average turnaround efficiency over 
all the jobs submitted during the period T [118]. 
 

𝑡𝑢𝑟𝑛𝑎𝑟𝑜𝑢𝑛𝑑	𝑒𝑓𝑓𝑖𝑐𝑖𝑒𝑛𝑐𝑦 = 	
𝑃𝑟𝑜𝑚𝑖𝑠𝑒𝑑	𝑡𝑢𝑟𝑛𝑎𝑟𝑜𝑢𝑛𝑑	𝑡𝑖𝑚𝑒
𝑎𝑐𝑡𝑢𝑎𝑙	𝑡𝑢𝑟𝑛𝑎𝑟𝑜𝑢𝑛𝑑	𝑡𝑖𝑚𝑒  

 
3.3.5 Issues based on cloud trust  
Selecting an appropriate cloud service provider (CSP) by 
pertaining trust is the objective of the organization. Previous 
reputation and ranking helped the consumers to choose the 
proper one for their business. Comprising any of the quality 
of service (QoS) of trust can be taken as a security breach. A 
better understanding between the cloud service provider 
(CSP) and cloud user is needed for establishing trust [119]. 
However, the reason for slowing down the up-gradation to 
cloud computing is the lack of guarantee and trust between 
the cloud service providers (CSP) and consumers. Many trust-
related issues and challenges are faced by both parties (clients 
and providers), creating security breaches. Challenges can be 
from any other side (either from the client or from the 
providers). As trust can be considered the level of satisfaction 
or confidence, it is necessary to enhance the security and 

Classification 
of trust 

Based on 
TrustorExpect

ancy

Performance Belief behavior

Based on 
Trustor 

Experience 

Direct Trust Reccomeded 
trust

Reputation 
based trust

SLA based 
Trust  
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privacy factor [120]. Some of the challenges are discussed 
below.  
 
Security: Security plays an essential role in building trust. 
Stringent security policies have been implemented on the 
cloud services by the cloud service providers (CSP) to ensure 
trust. Different authentication , authorization level 
agreements make the service more robust and reliable. Any 
security challenge makes the service at stake. Any vulnerable 
cloud service loses its reputation [121]. Apart from this most 
of the web cloud services are the first target for the 
cybersecurity attacker by personify, hijacking network, and 
many more. To build full trust, Cloud Service Provider (CSP) 
should maintain security compliance in virtual conditions 
such as control information leakage and network issues [122]. 
 
Lack of Control:  Control is the primary issue related to trust. 
When the users lost their control over their assets, the system 
is considered less trusted. When a money transfer happens 
under a secured network connection is must be trusted. 
However, if a client deposits money outside the enterprise's 
control, they may face some trust issues [120].  
 
Ownership: Ownership of the enterprise also guarantee trust. 
Trust plays a twofold relationship when an enterprise releases 
their application in the cloud. Cloud service providers must 
be confident about their security protocol and service level 
agreements (SLA) to gather trust, and from the client-side, 
they must comply with the trust of the cloud application 
which they have used [120].   
 
Reputation:  Online trust is also dependent on the cloud 
service provider’s (CSP) reputation or brand value. By 
evaluating brand value or collecting user feedback, an 
enterprise builds a relationship with that company. Breaches 
of security or any violation affect their reputation and hamper 
trust [6, 123].  
 
Reliability: The ability to perform a specific task or 
performance of a component under a situation in a specified 
period is known as reliability. Reliability is considered a 
failure-free operation at a specified time. The reliability 
parameter is calculated as follows [6]: 
 
𝑅𝑒𝑙𝑖𝑎𝑏𝑖𝑙𝑖𝑡𝑦	𝑖𝑛	𝑡𝑖𝑚𝑒	𝑦 = 	𝑒>?@	 
 

 

𝜆 =
𝑖𝑡𝑒𝑚𝑠	𝑓𝑎𝑖𝑙𝑒𝑑

𝑡𝑜𝑡𝑎𝑙	𝑜𝑝𝑒𝑟𝑎𝑡𝑖𝑛𝑔	𝑡𝑖𝑚𝑒 

 
 Reliability is the most dependent factor for measuring 
trust. Breaches of reliability create a loophole in data 
security by which illicit hackers can penetrate the cloud 
system and break the trust.  
 
Lack of transparency: When any client uses the cloud in an 
organization, they do not know much about the security 

policies, protocols provided by the third-party cloud service 
providers (CSP). The stringent security policies have not been 
transparent to the end-users. Consumers only outsource their 
data to the cloud. This lack of transparency puts the data in a 
vulnerable state which in turn puts the cloud in an untrusted 
state[110].  
  Apart from the client-side, the cloud server level might 
face several trust issues, such as Network failure, Database 
failure, Software management failure, Server (Hard-disk) 
failure [108]. To give protection in the cloud by traditional 
hard security mechanism cryptography, steganography, 
several authentications , and authorization techniques provide 
a concrete foundation, but it fails when it will need to give 
protection to the entities which are temporary, asymmetric, 
undefined. The incorporation of malicious entities in the 
cloud environment makes the risk of breaching trust. In 
private cloud computing, trust is at the highest level as the 
assets and infrastructures are managed by a privately well-
known entity. The clients are from different enterprises in the 
community cloud, but they share a standard security 
mechanism protocol[120]. Thus the trust level is lesser than 
the private cloud comparatively, but it is better than the public 
cloud. The security breaches happen maximum in the public 
cloud as the communication entities , and the service level 
agreements (SLA) are unknown [10].  
 Trust issues can be divided into four categories, according 
to Kavitha et al. [121]. 
 
i) How to give the definition and evaluate trust following 

unique parameters in cloud environments? 
 ii) How to handle malevolent information when a trust 

relationship is dynamic and temporary? 
 iii) How to provide security service depending upon the 

security parameters? 
 iv) How to manage trust degree change with interaction time 

and context and monitor, adjust, and accurately reflect the 
trust relationship dynamic. 

 
 Keeping the similar track, we will dive into the literature 
and depict the proposed work that has ensured trust in the next 
section. The exploration will be noted in tabular format.  
 
3.3.6 Exploring State-of-the-art of cloud Trust Models 
 Significant research has been done to ensure trust in the 
cloud. Different trust models have been studied in this article 
for the evaluation of trust. IT is clear from the literature that 
significant methodologies confirm trust in several ways, but 
the nature of ever evolving security breaches violates the 
concept of trust and break the cloud system integrity. 
Ensuring trust is the main criteria for the organization when 
adopting cloud. Following table 8 presented the evaluated 
articles. Each article is scrutinized against strength and 
efficiency. The first column in table 9 is represented as the 
article name where the second column is represented as the 
proposed approach. Third and fourth column is strength and 
efficiency. Among the standard QoS criteria for ensuring 
trust, the authors have highlighted significant criteria for 
proposing a cloud trust model. 

 
 
Table 9. Tabular representation of the cloud trust models 

Article name  Methodology Proposed  Strength  Efficiency  
Trust Model for Measuring 
Security Strength of Cloud 
Computing Service  
[122]   

A trust model to measures 
the security strength & 
compute trust value. 

Is calculated by weighted 
sum.  

Evaluation and testing 
proves the efficiency  
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Trust Model for Cloud Based 
on Cloud Characteristics.  
[2] 

A trust model based on the 
essential cloud 
characteristics defined by 
CSA  

i) Filtering capability to 
filter out the negative 
feedback. 
ii)  Evaluation of trust based 
on reliability, reputation, 
credibility   

i) Robustness is proven 
against  
ii) Experiments are done in a 
simulator to provide 
efficiency. 

A Cloud Service Trust 
Evaluation Model Based on 
Combining Weights and 
Grey Correlation Analysis  
[107] 

A dynamic trust evaluation 
model(CSTEM)  by 
combining weight and grey 
correlation analysis 

Experiments of cloud 
services trust evaluation 
model (CSTEM) is 
evaluated in cloud simulator 

Robustness and efficiency 
prove the 
comprehensiveness.  

A Cloud Trust Model in a 
Security Aware Cloud  
[109] 

‘Security Aware Cloud’ is 
proposed to mitigate the 
social security issues.  

Calculation of Internal trust 
and contracted trust  

ROI optimization is done by 
controlling the quality of 
service and security  

A trust model of cloud 
computing based on Quality 
of Service  
[116] 

A trust model based on past 
credentials and present 
capabilities of CSP 

This model outperform from 
the conventional FIFO 
model and other QoS modle 

Availability, Turnaround 
efficiency, integrity, 
reliability is used to evaluate 
trust 

Trust Model for Optimized 
Cloud Services  
[124] 

A reputation-based trust 
model named OPTIMIS to 
optimize & deal with 
uncertainty issues of cloud 
service 

Empirical examples and 
calculation of trust value is 
strong enough 

Prototype tool  & 
experiments with real-life 
data set  evaluate the 
efficiency 

Trust Model to Enhance 
Security & Interoperability 
of Cloud Environment  
[103] 

A novel trust model to 
ensure security in cross-
cloud scenario 

Ensures identity 
authentication and behaviour 
authentication.  

Emulation experiments 
prove the  efficiency & 
safety 

Cloudadvisor – A 
FrameworkTowards 
Assessing The 
[86]trustworthiness And 
Transparency Of Cloud 
Providers  
[125] 

Cloud Advisor to ensure 
trustworthiness & 
transparency 

Give assurance to the client 
or enterprise about choosing 
the cloud  

No 

A trust management 
framework for clouds 
[126]  

A trust management 
framework based on 
measurement theory consists 
of two metrics: 
trustworthiness and 
confidence 

guideline to the cloud 
administrator and the cloud 
customer for  making a 
decision about choosing 
cloud service, shifting tasks 
from suspected nodes to 
trustworthy nodes,  

Redundancy, efficiency, and 
performance are evaluated  

A centralized trust model 
approach for cloud 
computing  
[127]  

historical feedback helps 
third party cloud auditor to 
establish unbiased trust 
between trustor and the 
trustee.  

Real-time trust value 
calculation makes the model 
easy to update.  

Effectiveness is calculated 
based on empirical study. 

Cloud Armor: Supporting 
Reputation-based Trust 
Management for Cloud 
Services  
[112] 

Proposed a framework based 
on reputation which delivers 
trust as a service 
(cloudArmor) 

Reliability is used to derive 
the trustworthiness of 
feedback, which identifies 
honest cloud  

The experimental result 
shows the capability of 
detecting any malicious 
activity in the cloud. 

A Trust Evaluation Model 
for Cloud Computing Using 
Service Level Agreement  
[128] 

A trust mining model to 
recognize trust by using 
Rough set theory and 
Bayesian inference  

This model is compatible 
with cloud servers and cloud 
consumers 

Accuracy & Performance 
monitoring is tested by the 
comparative study  

Enhancing Trust 
Management in Cloud 
Environment  
[129] 

A multi-faceted trust 
mechanism to tackle 
feedback related issues  

It filtered out feedback 
related vulnerabilities and 
verified suspicious feedback 

Performance is tested on a 
simulated environment , and 
results show high 
effectiveness 

A Secure and Reputation 
Based Recommendation 
Framework for Cloud 
Services  
[130] 

SRRFCS, a cloud framework 
to provide cloud trust as a 
service (TaaS) 

Enables the users to 
efficiently identify and 
access the cloud services of 
the trusted CSPs 

A real-time setup tests 
feedback & measures 
performance, availability, 
computational complexity, 
execution time & caching 
error detection. 
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CloudAuditor: A Cloud 
Auditing Framework based 
on Nested Virtualization  
[131] 

A framework of cloud 
auditor to examine the 
behaviour of cloud.  

Successful to track 
suspicious behavior of cloud 
platform 

Performance calculated 
proves the efficiency 

A New Trusted and 
Collaborative Agent Based 
Approach for Ensuring 
Cloud Security  
[132] 

WAY (Who Are You?), 
rusted and collaborative 
agent-based two-tier 
framework 

Ensures security and privacy 
from CSP’s end and client’s 
end.  

Performance analysis is 
given based on the data set.  

Design and implementation 
of a trusted monitoring 
framework for cloud 
platforms  
[133] 

VM monitoring framework 
to provide trust by excluding 
untrusted domains, by 
deploying a guest domain for 
monitoring.  

 Does not store the previous 
system state at VM 
monitoring. Checkpoint is 
not necessary  

Proper experiments are done 
for performance analysis and 
efficiency, fault tolerance. 
Performance is moderate 
here.  

Defining Intercloud Security 
Framework and 
Architecture Components 
for Multi-cloud Data 
Intensive Applications  
[134] 

Exhibit  the continuing 
development of the 
Intercloud Security 
Framework (ICSF), which is 
a part of Intercloud 
Architecture Framework 

It results in function 
requirements, Lifecycle of 
Security Services 
Management in the cloud.  

Discussed security 
compliances. Trust 
Bootstrapping Protocol 
implementation to ensures 
trust 

Collaborative SLA and 
reputation-based trust 
management in cloud 
federations  
[113] 

Collaborative SLA and 
Reputation-based Trust 
Management (RTM) 
solution for federated cloud 
environment 

Test their application’s 
performance and give 
performance indicators for 
future service provider 
selection. 

Computation of reliability 
and performance is given. 
Reputation value is 
calculated based on real-life 
scenario using a fuzzy 
system 

A Reliability-based Trust 
Management Mechanism 
for Cloud Services  
[135] 

A trust management 
framework to filter the 
reliable user feedback to 
compute trust  

Bridge the trust gap between 
CSP & users. Reliability 
calculation familiarity and 
consistency 

Experimental values prove 
Effectiveness and robustness 

 
 
3.3.7 Comparative analysis of the state-of-the-art of 
cloud trust models 
In the light of the survey of the contemporary techniques in 
the above section of cloud trust models, a comprehensive 
analysis of cloud security principles is presented. 
Confidentiality, Integrity, Availability, and Privacy are taken 
as parameters, and the above-stated cloud models are 
analyzed if they conform to the above security principles or 

not in table 10. Yes is marked if a proposed model conforms 
to a particular parameter, and a No is marked if the model 
does not enforce that particular parameter. If a article does not 
discuss any security principles and does not ensure any of 
them, NA (Not applicable) is put. The first column is 
represented as the article name and second is represented as 
the year of the article. Column 3-6 presented Confidentiality, 
Integrity, Availability, and Privacy accordingly.  

Table 10. Comprehensive analysis of security principles of cloud trust models 
Article Name Year  Confidentiality Integrity Availability Privacy 
Shaikh et al. [122] 2015 Yes Yes Yes No 
Pawar et al. [2] 2013 Yes Yes Yes No 
Wang et al.[107] 2019 Yes Yes Yes No 
Sato et al. [109] 2010 Yes Yes No No 
Manuel et al. [116] 2015 No Yes No Yes 
Pawar et al. [124] 2012 No Yes No No 
Li et al. [103] 2009 NA NA NA NA 
Almanea et al. [125] 2014 No Yes No No 
Ruan et al. [126] 2019 No No Yes Yes 
Rizvi et al. [127] 2014 No No Yes No 
Talal H Noor et al. [112] 2014 No No Yes Yes 
D. Marudhadevi et al. 
[128] 

2015 NA Yes NA NA 

Chong  et al. [129] 2014 NA NA NA NA 
Thangapandiyan et al. 
[130] 

2016 No No Yes No 

Zhe Wang et al. [131] 2016 NA NA NA NA 
Pal et.al [132] 2011 No No Yes Yes 
Zou et al [133] 2013 No Yes No No 
Demchenko et al  
[134] 

2017 Yes Yes Yes Yes 
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Konstantinos et al. [113] 2019  NA NA NA NA 
Fan et al [135] 2013 NA NA NA NA 

 
 
4. Current trends analysis based on the security metrics  
 
Classified frameworks according to the specified journal or 
conference on the related domain of cloud storage, cloud web 
service level , and cloud trust level are evaluated based on 
some crucial security principles viz—  confidentiality, 
Integrity, and Availability in above. Based on the observation 
in  of the total number of article explored over the three-
segments it is visible from the following pie chart that the 
authors are mostly concentrating on conforming 
confidentiality and integrity. Availability issues is less 
addressed compared to confidentialty and integrity  in Figure 
6. 

 
Fig. 6. Evaluation of the recent trends according to the security principles 
 
4.1 Evaluation With the Existing Work 
This article scrutinize the current according in the field of 
cloud storage ,cloud service level issues and trust levelissues. 
The novelty of this work is to highlight the security breaches 
based on confidentiality, Integrity and Availability (CIA 
principle). This article evaluate each of this article whether 
they ensuring any of the CIA triad or not. A comparative table 
has been presented in each section to presented this clearly. 
By analysing the research gap from  each section we can 
produce some future research guideline here.  
 It is clearly visible from the cloud storage that data is 
authenticated by the method of cryptography and 
combination of several data hiding methodologies. But the 
problem is when the original data is encrypted or it is hidden 
by any of the data hiding methods it incurs computational 
overhead and the process is become complex. Apart from this 
exchaniging of keys between recipient and receiver also leads 
to security issues. As the cloud storage is concern about data 
storage spcace, by enveloping the original message into cover 
file takes extra storage space. By analysing this issues we 
suggest a data hiding scheme to store the cover secret 
mapping instead of original information in cloud. As the 
original message is not stored in cloud storage directly the 
data integrity, confidentiality is preserved. This mapping 
must be decrypted by the appropriate receiver by employing 
keys only. By viewing the cover secret message it is hard to 
deduce the original message which required keys and cover 
file. With this context we proposed an article [50] to preserve 
CIA triad woth privacy and data recoverability-. Our work is 
experimented with image file. In future this work will be 
exptended to experiment with different file media in cloud 
storage.  
 This article highlight web based cloud services and 
security issues revolving this area only. Employees within an 

organization faces several security challenges regarding this 
area. Authentication problem is a major security issues which 
os found as a research gap from existing work. If 
authentication problem arises, it automatically violate data 
confidentiality and integrity in cloud. An access control 
policy should be made as a future work to ensure 
confidentiality , integrity and availability (CIA triad) 
principals. This acess control policy will check the device 
before authenticating.  
 To discuss with cloud trust issues , significant research 
has been done to ensure trust. Most of the research work is 
based on recommendation and repuration based model. 
Ranking methodologies have been employed to rank the 
cloud service provider (CSP) for analysing suitable choice 
based on QoS criteria. Different QoS criteria has been 
evaluated till date to ensure trust. But it is observed no 
significant research has been there which highlight the 
security principal. Exisitng attacks does not computed to rank 
the CSPs. Different deceision making ranking methods has 
been used based on qualitative criteria, quatitative criteria, 
fuzzy criteria , crisp criteria and rest. By analysing the 
existing framework and evaluated each criteria we can 
suggest security issues should be considered a sone of the 
significant criteria of QoS. We suggest a decision making 
method by using artificial intelligence highlighting security 
issues with other significant QoS criteria as well. Artificla 
intelligence will help to take a decision instead of any third 
party which helps to increase trust.  
 
 
5. Conclusion  
 
This article introduces a detailed survey of the recent threats 
and challenges that exist in the cloud storage layer, cloud 
service layer , and cloud trust layer. The individual field is 
explained with their mitigation framework proposed to 
prevent security challenges and threats. Each segment is 
composed of a well-defined definition, classification. Apart 
from discussing the framework proposed, a comprehensive 
analysis table is presented where it shows that the proposed 
framework is conformed to the confidentiality, Integrity, 
Availability, Data Recovery principle. It is observable from 
the survey that the framework suffers from several 
weaknesses that can be enhanced as future work. In maximum 
cases, the proposed framework incurs an extra computational 
cost and does not have any accuracy or robustness calculation. 
Some technique does not ensure CIA principle , and some 
have not work on security parameter. For storage security, 
authors, in maximum cases, omit the data recoverability 
issues. Less research work is found which conform to security 
over in-transit data. 
 For over a decade cloud has been considered a standard 
IT platform and a robust data-centric architecture where the 
cloud resources are scalable, efficient enough to meet the 
customer's needs and help in the growth of an enterprise. 
However, with the rise of real-time computing demands, 
technology giants forced technology to shift from centralized 
cloud frameworks to a distributed architecture. The 
exponential growth, cost reduction of IoT devices have given 
a new horizon to edge computing by extending cloud 
technologies. In cloud computing, IoT devices generate the 
data and send it to the cloud server for processing. It incurs 

35%

35%

30% Confidentiality

Integrity

Availability
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network latency, faces several security attacks. However, in 
edge computing, an edge resides in the middle of IoT devices 
and cloud servers to reduce network latency, increase 
accuracy. Cloud is replaced with another decentralized AI-
based service named blockchain, which supports the 
cryptocurrency currently. Each file in decentralized storage is 
stored, encrypted and customers can be assured that the data 

will be secured as it is decentralized in nature and blockchain 
technology is used, which is difficult for the attacker to break 
the hash. 
 
This is an Open Access article distributed under the terms of the Creative 
Commons Attribution License. 
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